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Q. What's the potential value of

A: Business harm!

$1.3M upgrade
project/s.

4 days' lost business.
3000RPECs & 5800 staff.
3 audits.
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1. a Security Policy, -
2 bet}ér anti-virus, and " -

3. an Information Security
Manager ... mel —

Is your policy useful right now?

Your information security policies suck!
Nobody - not even your auditor -

wants to read through a piecemeal set
of borrowed policy written in the style
of @ wannabe lawyer from the 90's.

Note: auditors might still award credit
for useful policy fragments.

Policy 1.0 vs. Policy 2.0.
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Policy 1.0

D@sty ring bindersof poilerplate
jargon.

Usually relegatedfto the bottom
drawer.

Last updated when PDAs became a
thing:

The only updates are HR review
date gfiiot amendments.
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Excusing Policy 1.0

Adapted policies the boss downloaded.
Used up-spare‘consultancy hours.
Window-dressed the business for sale.
Big customer wanted to see it.
Adverse.audit findings.demanded.it.
‘Boogeyman' for scaring hew starters.
Group HQ wrote and translated it.

We just kept adding to the original set.

Policy 1.0 remorse

WE needed your security-expertise
o énable‘the business, Lutpolicy
pbureadcracy is holding-ussdoack”

“Yourdocuments are smothering
odrenthusiasm.aadour innovation.’

wour policies have littlewe need ...
and nothing we want’
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Making Policy 1.0 useful

Use it as a fire starter.

If it's large, as a paper weight.
Make origami.

Papier mache bow!s or animals.
Paper hats for the whole office.
Packing material

[Hat tip to Aura'siNick Malcolm.]
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Policy 2.0

Enterprise Content 1ypes
Metadata and Navigation
Document Sets
Multi-stage Disposition
Socil Relevance Audio and Video Content Types
Phonetic Seafch Remote Blob Storage

Navigation List Enhancements
FAST Integration

Enhanced Pipeline

# SharePoint: gnite
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Policy 2.0

- Now a cluster of
standalone Werd
documents, probably in a
folder on the corporate
iNntranet.

SharePoint 2010:0r 3057

Laudable Policy 2.0 aims

Behaviour, behaviour, behaviour,

Keeping management promises.
User behaviout:

Protecting our technical staff.
Reinforcing a “culture of security”
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Positive Policy 2.0 outcomes

Fit (right-sized & risk-based).

Readable (find, search, read, good
style/tone, musts & penalties).

Authoritative (current & signed-off),
Correct & actionable.

Contact info (for clarification & advice).
Measurable (success criteria),

Policy 2.0 isshaped by ...

Drivers (business model,
mission, vision, strategies).

Risks (business & information
security).

Imperatives (overriding
legislation, regulation,
contracts, certification).

Fri 12/02/21
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Risk-based Policy 2.0

Context & scope.
. Keyiassets.
- lhreats.
. Potential vulnerabilities.
. Risks (add $ + %).
. Choose risk treatments.
. Controls ... incl. policy documents!

Control types

Management = Policies.

Operational = People &
Processes (Procedures.&
Guidelines).

Technical = Products &
Partners (Standards &
Baselines).

Fri 12/02/21
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Treating virus risks?

1. Anti-malware for
endpoints + portable
Media.

2. Anti-malware at web &
email gateways.

Treating virus risks

AcceptabletUse Policy (AUP).

Security education, awareness &
training (based around the AUP).

Backup/Restore Procedure &
records.

Incident Response Plan.
Help Desk.

Fri 12/02/21
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Policy documents
1. Policy.

2-Standard.
3. Procedure.
4. Guideline.

#1.: Policy
- Strategic.
- Short & high-level.
- Who, what, why?
* ' Risk-based.
- Mandatory.

11
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#2: Standard

» Technology-driven.
» Parameters:

- Baseline Standard?
- Mandatory.

#3: Procedure
- Tactical.

Mbelailed enough

» How, where, when?
- User-based.

- Mandatory.

12
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#4: Guideline

- User-based.

- Advice & guidance.

+ To help comply with
mandatory rules.

Document focus
1. Generic/organisational.

2. Issue-specific (marketing
& new websites).

3. System-specific (SAP
CRM system).

Fri 12/02/21
3:25pm
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Workload & responsibility

How much of this policy stuff is new, and
how much is an extension of "existing” (?)
IT, HR, Privaey, Procirement work?

Why should corporate risk management
e an information securitysthing?

Asgeer NZ PSR, share with AT HR H&S,
PhaysSical Security, RisSK.

Consider 3rd parties (MSP, CSP,
outsourced development).

Policy 2.0 construction
Boilerplate.

SHfc e
Wording options (x3).

Consistency implies style
guigde or Policy Standard’

Fri 12/02/21
3:25pm
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Boilerplate
Name,
Reference number.
Classification.

Dates (approval, next review).

Authoriser/s.
Version,

Structure

Purpose.

Scope (systems, users).
Background.

References.

Roles & responsibilities.
Penalties.

Policy statements (SMART).
Overall success criteria.

15
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Wording options (x3)

. Ready done (x3).

. Copy/paste paragraphs
& 1deas (x3).

ISO/IEC 27001 toolkits
(x3).

#1 - ready done
. InstantSecurityPolicy.com.

. Infermation Security
Policies Made.Easy vi4
(beok/CD).

. SANS Institute’s Policy
Project.

16



“Making Your Information Security Policy
Useful” — Stephen Coates — AppSec NZ 2021

Fri 12/02/21
3:25pm

#2 - copy/paste

1. ISF Standard of Good
Practice Guide 2020.

2. GCSB's NZISM (or CERT
NZ, ASD's ISM, NIST, CIS,
eto).

N | SONEC27002 2018

#3:I1SO/1EC 27001 toolkits

1. |IsecksiSecAwake:
2. | TGovernance.

3. AdVisera:
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So, what changed?

Desktop & phone => Google & Microsoft.
DIY code & servers => AWS & Azure.
Big-box apps -> SaaS.

Remote access & VPN => cloud & MFA,
BYO/WFH (phone, laptop, Wi-Fi, desk).

..more demand-side People & Process,
less supply-side Technology operations.

NZ redefined "'small’ & "remote" ...

— !m ‘3;_'-‘;
Policy 3.0
|
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NZ business sizes

L (50+ FTE): 1% or ~5,000.
Mu(20-49dETE) 27 OF 510,000,
S(6-1I0 ELE) 75% or ~40,000:

. Size of thelr T & security.
teams?

.audience for writing, updating
& consuming Policy 2.07

Policy 3.0

Makefour policies rigk-based,
referenced pwell-str@ctureds
vigUally atifactive, anginglain
language?

Switch Guidetines and

"‘AcceptableUse Poligies” to pull,

rather than push or proadcast.

19
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Policy 3.0

High-level Palicy, aligned to'controlsiin
chosenframework. Point to NZISM for
tedAnical Guidelines?

Offer curated Guideline fragments (as
Infographies, diagrams, cheeklists)
floweharts, video clips, news articles,
cartoons and memes).

Rework Standards & Procedures (as
checklists, lowchartsand diagrams):

Enabling technologies

Technology to produce content
(engaging, fun, useful).

Technology to engage with content
(like, up-vote, comment, share, print).

Catering for learning styles,
preferences & personality types.

Technology to produce
Curation, search, Al, recommendations.

20
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Policy 3.0 starter set

Short, high-level"Policy:

Aecess Control Procedures.
Backup/Restore Procedures-& récords.
InCldent.Response Rlan:

User Guidélines (distilled set or tiki tour
fornewsstarters).

User GuideglingSiprick your own journey
apekeeprcoming bagk):

Your questions & comments?

s.coates@aurainfosec.com
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