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2020 Protests

• Black Lives Matter

• Hong Kong democracy

• Climate Change

• Anti-lockdown / Anti-vax / 5G / chemtrails / Lizard people

https://www.cnet.com/news/police-use-of-social-media-is-under-a-
microscope-amid-protests/

https://www.cnet.com/news/police-use-of-social-media-is-under-a-microscope-amid-protests/


2021 Protests (new content!)

• Storming of US Capitol

“Miami PD says it is using facial recognition tech from Clearview AI to 
identify Capitol rioters, raising concerns among civil liberty and privacy 
advocates”

https://www.bloomberg.com/news/articles/2021-01-16/selfie-
snapping-rioters-leave-fbi-a-trail-of-over-140-000-images

https://www.bloomberg.com/news/articles/2021-01-16/selfie-snapping-rioters-leave-fbi-a-trail-of-over-140-000-images


Clearview.ai

Using public data from social media, providing facial recognition to law 
enforcement, ICE, Macy’s, Walmart, and the NBA.

https://malicious.life/episode/episode-103/

https://malicious.life/episode/episode-103/


PimEyes

https://pimeyes.com/

https://pimeyes.com/


Have your photos been used?

https://exposing.ai/

https://exposing.ai/


Signal app
https://signal.org/blog/blur-tools/

https://signal.org/blog/blur-tools/


Vframe.io
https://github.com/vframeio/vframe_faceless_plugin

https://github.com/vframeio/vframe_faceless_plugin


Fawkes
http://sandlab.cs.uchicago.edu/fawkes/

http://sandlab.cs.uchicago.edu/fawkes/


Ben Loula “Easy Anti-Rekognition Techniques”

ChCon 2020 talk: https://2020.chcon.nz/talks/ben_l/

“Is there a way to easily avoid getting picked out of a crowd by facial 
recognition software, preferably without running afoul of anti-mask 
laws? Let’s fire up Amazon Rekognition and find out!”

Slides:

https://docs.google.com/presentation/d/1OlgwdtDq6hSMe27PJoLUota
g0dAJXlHH74AQyUszAYA/edit?usp=sharing

https://2020.chcon.nz/talks/ben_l/
https://docs.google.com/presentation/d/1OlgwdtDq6hSMe27PJoLUotag0dAJXlHH74AQyUszAYA/edit?usp=sharing


Fawkes test on AWS Rekognition #1



Fawkes test on AWS Rekognition #2



Uni. of Maryland’s Invisibility Cloak project

https://www.cs.umd.edu/~tomg/projects/invisible/

https://www.cs.umd.edu/~tomg/projects/invisible/




CCTV around the world

https://www.precisesecurity.com/articles/Top-10-Countries-by-
Number-of-CCTV-Cameras

https://www.precisesecurity.com/articles/Top-10-Countries-by-Number-of-CCTV-Cameras


Facial Recognition World Map

https://surfshark.com/facial-recognition-map

https://surfshark.com/facial-recognition-map




Bans on facial recognition

San Francisco: https://www.theverge.com/2019/5/14/18623013/san-
francisco-facial-recognition-ban-vote-city-agencies

Boston: https://www.wbur.org/news/2020/06/23/boston-facial-
recognition-ban

Oakland: https://www.sfchronicle.com/bayarea/article/Oakland-bans-
use-of-facial-recognition-14101253.php

Portland: https://www.theverge.com/2020/9/9/21429960/portland-
passes-strongest-facial-recognition-ban-us-public-private-technology

https://www.theverge.com/2019/5/14/18623013/san-francisco-facial-recognition-ban-vote-city-agencies
https://www.wbur.org/news/2020/06/23/boston-facial-recognition-ban
https://www.sfchronicle.com/bayarea/article/Oakland-bans-use-of-facial-recognition-14101253.php
https://www.theverge.com/2020/9/9/21429960/portland-passes-strongest-facial-recognition-ban-us-public-private-technology


NZ Police

31 August 2020: Police setting up $9m facial recognition system which 
can identify people from CCTV feed
https://www.rnz.co.nz/news/national/424845/police-setting-up-9m-facial-recognition-system-which-can-
identify-people-from-cctv-feed

“Both [NZ Police and Internal Affairs Department] said they did 
not tell the public as these are mere upgrades.”

https://www.rnz.co.nz/news/national/424845/police-setting-up-9m-facial-recognition-system-which-can-identify-people-from-cctv-feed


Privacy By Design

Ann Cavoukian (former Information and Privacy Commissioner for 
Ontario, Canada) published in 2010:

1. Proactive not Reactive; Preventative not Remedial.

2. Privacy as the Default.

3. Privacy Embedded into Design.

4. Full Functionality - Positive-Sum, not Zero-Sum.

5. End-to-End Security - Lifecycle Protection.

6. Visibility and Transparency.

7. Respect for User Privacy.



Machine Learning (ML) Cameras at the Edge

• NVidia Jetson – “Autonomous Machine”

• Intel Myriad – “VPU with Neural Compute Engine”

• Ambarella - “AI Vision Processors For Edge Applications”



AWS DeepLens

https://aws.amazon.com/deeplens/

https://aws.amazon.com/deeplens/


OAK: Spatial AI Powered by OpenCV

https://opencv.org/introducing-oak-spatial-ai-powered-by-opencv/

https://opencv.org/introducing-oak-spatial-ai-powered-by-opencv/


“Vizy” AI Camera

http://linuxgizmos.com/12mp-raspberry-pi-based-ai-camera-supports-
300fps-video/

http://linuxgizmos.com/12mp-raspberry-pi-based-ai-camera-supports-300fps-video/


TinyML



Teknique

Oclea https://store.oclea.com/

https://store.oclea.com/


Demo time

Google DIY AI Vision Kit

https://aiyprojects.withgoogle.com/

https://aiyprojects.withgoogle.com/


CCTV for Pedestrian Traffic Analysis



Facial recognition on the camera

Push the description of the face (128 dimension vector) to the camera.



CCTV with multiple cameras

Share description of face.



Inverting Facial Recognition Models

https://blog.floydhub.com/inverting-facial-recognition-models/

https://blog.floydhub.com/inverting-facial-recognition-models/


Issues with facial recognition



Types of facial recognition

Facial recognition:

• Looking up faces on a database to identify them

Person tracking / tagging:

• Remembering individual faces/ears/clothing/gait without identifying 
them



UK: Co-op facial recognition trial raises privacy concerns

https://www.bbc.com/news/technology-55259179

https://www.bbc.com/news/technology-55259179




Tracking in shops

• Age/gender/emotion

• How they move around the shop

• List of previous offenders



Home / door cameras

ADT Tech Hacks Home-Security Cameras to Spy on Women

https://threatpost.com/adt-hacks-home-security-cameras/163271/

Dozens sue Amazon's Ring after camera hack leads to threats and racial slurs

https://www.theguardian.com/technology/2020/dec/23/amazon-ring-
camera-hack-lawsuit-threats

Ring adds end-to-end encryption to protect your video streams

https://www.theverge.com/2021/1/13/22225716/ring-end-to-end-
encryption-video-launch

Ring doorbells to send live video to Mississippi police

https://www.bbc.com/news/technology-54809228

https://threatpost.com/adt-hacks-home-security-cameras/163271/
https://www.theguardian.com/technology/2020/dec/23/amazon-ring-camera-hack-lawsuit-threats
https://www.theverge.com/2021/1/13/22225716/ring-end-to-end-encryption-video-launch
https://www.bbc.com/news/technology-54809228


US Police/Fire participation in Amazon 
Ring/Neighbours by Ring
https://www.google.com/maps/d/viewer?mid=1eYVDPh5itXq5acDT9b0BVeQwmESBa4cB

https://www.google.com/maps/d/viewer?mid=1eYVDPh5itXq5acDT9b0BVeQwmESBa4cB




What features should a door camera have?

• Movement/person detection

• Recognition of residents / family members / friends

• Package detection (addition and removal)

• Mic/speaker for answering door when you’re not there

• Remote login



Federated Learning

https://federated.withgoogle.com/

https://federated.withgoogle.com/




Tuesday Feb 23rd, Wellington @CivilLibertyNZ

https://twitter.com/CivilLibertyNZ


“The Computers Have a Thousand Eyes: Towards a Practical and Ethical 
Video Analytics System for Person Tracking” (2019, Andrew Chen)

https://www.andrewchen.nz/

• Access: Who has access to the video feed or footage, including 
secondary data derived from the cameras?

• Human Influence: Is there a person-in-the-loop?

• Anonymity: Are the observed people in the footage personally 
identifiable or anonymous?

• Data Use: How will the data be used?

• Trust: Do we trust the owner of the surveillance camera network?

https://www.andrewchen.nz/


Thank You to Our Sponsors and Hosts!

Without them, this Conference couldn’t happen


