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• Application Security Consultant @AppSec Datacom

• Background in Technical Security Consulting

• Penetration Tester (OSCP circa 2016)

• Dev(Sec)Ops Engineer

• Security Architecture

• …and recent Consultant to a Payments Gateway 
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• Important Concepts

• What are Payment Gateways?

• PCI Compliance

• Implementations

• Recommended

• Not recommended

• Summary
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Important Concepts
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• Don’t trust the client
• Maintain integrity between services

• PCI Compliance is a pain
• Lowing your compliance requirements

Payment Gateways
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What are Payment Gateways?
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• Accept payments so you don’t have to

1. “add security to the 
transaction process”

2. Validate and charge 
payment method

3. Transfer funds to 
merchant

Involves:
• Customer (interweb)
• Merchant (you?)
• Payments Gateway
• Banking entity (via gateway)
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A brief history
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20152010200520001995

1991:
Commercial 
NET’s appear 

Feb 1995:
Netscape 

Navigator 1.1 
released

1997:
Authorize.Net

gateway 
launched

Oct 1999:
PayPal 

launched

Dec 2004:
PCI DSS v1.0 

released

2013:
PCI DSS v3.0 

released

SAQ A-EP
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PCI Compliance and You

7

Scope

“Scoping involves the identification of 
people, processes, and technologies 
that interact with or could otherwise 
impact the security of Cardholder Data”

- Guidance for PCI DSS Scoping and Network Segmentation, 2016
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SAQ A

14 139 335
SAQ A-EP SAQ D

PCI Compliance and You
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REQUIREMENTS
• Ecommerce pages are delivered 

from Payment Service Provider

REQUIREMENTS
• Partially outsourced ecommerce 

solution

• Merchants site controls pathway to 
payment (direct post)

REQUIREMENTS
• Ecommerce merchant accepts 

payment directly on website

Self-Assessment Questionnaire 



Integrations
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Direct Post

MerchantCustomer

POST Payment (amount, credit card, merchant id, etc)

Payment 
Gateway

GET checkout

Customise Form

?
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Integrations
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Direct Post



MerchantCustomer Payment 
Gateway

GET Checkout
GET Client Token (merchant id, customer id)

Implementations
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Tokenisation

POST Payment (client token, credit card)

Return nonce

Submit Payment
POST nonce

Finalise Payment (nonce, amount)

Success/Failure

Success/Failure

Customise Form

Render Payment Form GET JavaScript

Load Elements
Gateway controls 
cardholder data 

fields 

JWT with 
assertions signed 

by Gateway

Card tokenised

Card charged



MerchantCustomer Payment 
Gateway

GET Checkout
GET Client Token (merchant id, customer id, amount)

Integrations
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Web Hook

Customise Form

Render Payment Form GET JavaScript

Load Elements

POST Payment (client token, credit card)

Web Hook (response)

Success/Failure
Submit Payment

Transaction 
amount is always 

sent from 
merchant to 

gateway



© 2020 Datacom© 2020 Datacom

Integrations

13

Dishonorable Mention

CLIENT ONLY SDK??

BURIED VALIDATION 
IN YOUR 

DOCUMENTATION???
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Integrations
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Dishonorable Mention

REQUIRE 
CUSTOMERS TO 
GIVE YOU THEIR 

BANK 
CREDENTIALS?



Summary
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1. Do not trust the client

2. Payment gateway fee < meeting PCI requirements

3. Not all gateways are created equal

4. Do not trust the client

Payment Gateways
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