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The OAuth 2.0 Authorization Framework

Abstract

The OAuth 2.0 authorization framework enables a third-party
application to obtain limited access to an HTTP service, either on
behalf of a resource owner by orchestrating an approval interaction
between the resource owner and the HTTP service, or by allowing the
third-party application to cbtain access on its own behalf. This

specification replaces and cbsoletes the OAuth 1.0 protoccl described
in RFC 5849.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Ta
(IETF). It represents the consensus of the 1ETF communit
received public review and has been approved for public
Internet Engineering Steering Group (IESG).

Internet Standards is available in Section

Informaticn about the current statud , any errata,

Copyright Noti
ight ) 2 F Trust and the perscns identified as the
nt a ors. All rights reserved.

document is subject to BCP 78 and the IETF Trust’'s Legal
Provisions Relating to 1ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publicaticon cof this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.

Hardt Standards Track [Page 1]

RFC 6749 OAuth 2.0 October 2012

Table of Contents

lo IntrOduction .I.-l.-nlnototnol..ln-n.nn.lt..-.c..-nnnn.noll-.c-l.i

1-1. ROleS ll.l.-I.nlol....lcl-.-.-l.llln...nlcln.l.ll.lonnn.o.-.§

1-2. ProtOCO]. Flw --.-o-ltnoloolt--.---lonl-.o.o.-t---aoll-lcnaol
1-3- A\Jthorization Grant .'.0..0I.l-lll-.0..-lol-iol.-..onnioclncg

1.3.1. Authorization Code ..:ccceccescsssssnssssssssnsssssnss 8
l:3.2. TPlICit ccccccnnccncccncsncnnsnancsscanssnsncsnccananeld
1.3.3. Resource Owner Password Credentials ....cesevesssssasd
l1.3.4. Cliant Cradantials ..ccccccccsssccasccsanccscsnasnnnad
l.4. AccesSs TOKEN .ccccccccscsnscsccssscsnnsscsnssssnnsnsnssncsnnsssssll
1.5. Refresh TOKEGN .ccecesvesnsscsssssssnsassnssnsssnssssnssnsnsnnsseil
1.6. TI8 Vorsion .ccccsccccscsscsscncssscsssnsnsnsnsnssassnsssssncssld

-1
3
<]
]
o
L
-1
o
g
1
D
-
n



BUILDING YOUR APPLICATION
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ZG Secure | https://yelp.com/

f Sign in with Facebook

3" Sign in with Google

3 Sign in with LinkedIn

W Sign in with Twitter
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Are your friends already on Yelp?

Many of your friends may already be here, now you can find out. Just log in and we’ll display all your contacts, and you can
select which ones to invite! And dontworry, we don't keep your email password or your friends’ addresses. We loathe spam,
too.

Your Email Service O WS Al O YRHOO!Iman ) Gl‘_’ldﬂ
Your Email Address ima.testguy@agmail.com (e.g. bob@gmail.com)
Your Gmail Password T (The password you use to log into your Gmail email)

Skip this step | Check Contacts |




Step 1 Step 2 Step 3
Find Friends Profile Information Profile Picture

Are your friends already on Facebook?

Many of your friends may already be here. Searching your email account is the
fastest way to find your friends on Facebook.

M Gmail

Emall Password:

8 Facebook will not store your password.

e.’ Yahoo! Find Friends

‘.3 Windows Live Hotmail Find Friends

E] Other Email Service Find Friends
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Application

v Seemore ‘ll:.

Your Shortcuts

( )
@ Secure | https://facebook.com
Email or phone number
fq ce bOOk Password
Connect with friends and the world
around you on Facebook.
Forgot password?
Create a Page for a celebrity, brand or business.
\ J
{ N
@ Secure | https://facebook.com
ﬁ Q Search Facebook ® :]P (D4 ) Drwon @
‘3 Aaron Parecki ¥ Birthdays X
.- Friends -
@ :;:'c::ss Sponsored
ﬂ Marketplace %r::';e
g "N::z: NEZED \3 What's on your mind, Aaron?
® s 1 Live Video [ -
A sovea

—
| N Your Pages
| W |
u
- 0 Aaron Parecki
> 6 Notifications
% Create Promotion
- B Contacts
' et =
. EE . s B C B B B
Privacy - Impressum/Terms/NetzDG/UrhDaG - - . - = N
Advertising - Ad Choices [> - Cookies - More - B BN BN N RN RS B R [
Facebook ® 2021 -
\ = = - = -
==

OAuth

Server

o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google
Signin

to continue to Gmail

o0 @

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google

Welcome

@ aaron@parecki.com v

\ o0e@

@& Secure

https://accounts.google.com/oauth/authorize?response_ty

Google
2-Step Verification

This extra step shows it’s really you trying to sign
in

@ aaron@parecki.com v

o0 e@

@ Secure https://accounts.googIe.com/oauth/authorize?response_type]

G Sign in with Google

Facebook wants to access your
Google Account

o aaron.parecki@gmail.com
This will allow Facebook to:

B See and download your contacts ®

B See, edit, download, and permanently delete your (7)
contacts

Make sure you trust Facebook

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See Facebook’s Privacy Policy and Terms of Service.

Cancel Allow




G Sign in with Google

Facebook wants to access your
Google Account

e aaron.parecki@gmail.com

This will allow Facebook to:

H¥  See and download your contacts G

¥ See, edit, download, and permanently delete your ()
contacts

Make sure you trust Facebook

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See Facebook’s Privacy Policy and Terms of Service.

Cancel Allow




Authorize Example App to access
your account?

—xample A
Authorize app Cancel D p.p
By Aaron Parecki

example-app.com

This application will be able to: Free Version Control with unlimited private

o See Tweets from your timeline (including protected and public repositories.

Tweets) as well as your Lists and collections.
e See your Twitter profile information and account

settings.
e See accounts you follow, mute, and block.

Learn more about third-party app permissions in the Help Center.



— o 0

Authorize OAuth 2 Example App

a OAuth 2 Example App by aaronpk
A wants to access your aaronpk account

‘ Personal user data v

Full access

E Repositories -
Public only

Organization access
=we indieweb
(& microformats v

@ oauth2

Authorize aaronpk

Authorizing will redirect to
https://example-app.com.dev



- fitbit

Example App by Aaron Parecki would like the ability to access
the following data in your Fitbit account

Select All

activity and exercise
weight @

sleep

food and water logs @
location and GPS

profile @
heart rate

SO0 06

Data shared with aaronpk will be governed by Aaron Parecki’s privacy policy and
terms of service. You can revoke this consent at any time in your Fitbit account
settings. More information about these permissions can be found here.

Signed in as aaron@parecki.com
Not you?

&










We have updated our Terms of Service and Privacy
Policy. By continuing to use our service, you accept
these terms and policies.

Ie mail
password @

. Remember me

| need help accessing my account

SIGN IN

! i

qgwer t vy ui op
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w, W

zxcvbnm

Next
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“ @

‘ Anyone can use Pages, Numbers, and Keynote for iCloud

Create your free Apple ID and get started today » X

Signin to iCloud
aaron@parecki.com

{ Password -»; J

Keep me signed In

Forgot Apple ID or password? 2

Create Apple ID | System Status | Privacy Policy | Terms & Conditions | Copyright © 2021 Apple Inc. All rights reserved.




o ® @& Signin- Apple X + v
B8 8 8 R T T T L 8 T8 8T BT P 08 T L 8 8 S 88888 0.8 8,88 R 888,88 8 e85 e - . <« C & secure4.store.apple.com/shop/signin/account?ssi=1AAABfPmMWFJEgxq5Z0ShUVy-e9LbeEBK3GW|6... O a Y @ G @ @ [hl] @ :EE » e :
iPhone Watch AirPods TV & Home Only on Apple Accessories Support
Q Search
t Card
ov|
aron < | L
ade Sign in to Apple Store
ate .
aaron@parecki.com
Password @

Sign in to view account information. |
evelo z If you have an Apple ID, sign in with it here. If you have used the iTunes ‘ Remember me

. Store or iCloud, for example, you have an Apple ID.
teqgd .
Apple ID: aaron@parecki.com
Forgot Apple ID or password? 2
latq Password: ||

Don’t have an Apple ID? Create yours now. 2
Forgot Apple ID or Password?

Cancel

Need some help? Chat now or call 1-800-MY-APPLE.

@0 ® ¢ iclou X + o
D < C @& icloud.com o % ©® 6 ® B M O O » O :

“ ©)

Anyone can use Pages, Numbers, and Keynote for iCloud

@ Aaron Parecki

Create your free Apple ID and get started today »

Keychain Access wants to use your confidential
information stored in “iCloud” in your keychain. ‘

i n To allow this, enter the “login™ keychain password.

Password: H ] Sign in to iCloud

aaron@parecki.com

:/- \n
l Password '@,' — J

? Always Allow Deny Allow

Keep me signed in

Forgot Apple ID or password? 2



Sign In to iTunes Store Sign In to iTunes Store

To continue, enter the password for To continue, enter the password for
your Apple ID “krausefx@gmail.com.” your Apple ID "krausefx@gmail.com."

Cancel Cancel

B i NeR e RUH BV BUN W

111 11111

1 1 1 1 11 BEa 29 1 1 1 1 1 1 Ea

space return & space return

https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking



@ mail.google.com/mail/u/0/?ui=2&view=btop&ver=ops2cvpehp6&search=inbox&th=%23thread-f%3A1715764358773187010...

Archive Spam Delete Mark as unread Snooze Move to Labels More

“Q1 Bonus” © Inbox x

Frank Abagnale <frank.abagnale@noreply-icloud.com> 11:20 AM (0 minutes ago) ¢ € Reply
to aaron ¥

Open my shared folder:

Q1 Bonus
D

iCloud Drive

€ Reply 4\ Reply all > Forward




Anyone can use Pages, Numbers, and Keynote for iCloud
‘ Create your free Apple ID and get started today »

Sign in to iCloud

aaron@parecki.com

Password

Keep me signed in

Forgot Apple ID or password? 2

Create Apple ID | System Status | Privacy Policy | Terms & Conditions | Copyright © 2021 Apple Inc. All rights reserved.




Your Apple ID is being used to sign in to a new device.

’ . Enter this verification code on the web to sign in. Don't
share it with anyone.

963 642




THEN WHAT GOOD IS

MULTI-FACTOR
- AUTHENTICATION?




Phishable MFA Non-Phishable MFA

N —
6/8328 is your Microsoft Azure WebAuthn
verification code

& aaron@parecki.co
\, nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn .
hhhhhhhhhhhhhhhhhh Device
Intel M
Near
( Done | Disseldorf, German y
\ Time

JJJJJJJ
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& Secure | https://google.com
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& Secure https://apple.com

\ ©

& Secure https://google.com
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& Secure | https://gmail.com

0@

& Secure | https://youtube.com

0@

& Secure | https://google.com

T ®

& Secure | https://accounts.google.com




Application

o o

& Secure | https://gmail.com

M Gmail e s

Get more done with
Gmail

< >
Now more secure, smarter and easier to use—helping you save time and
do more with your inbox.
. +
[ NeNe]
. J
e ™)
@ Secure | https://gmail.com
= I“l Gmail Q  search mail . ® 1  GSuite ﬁl‘
g- c¢ o o
-I- Compose
W Pamary & socia W  rromotions @
J  Inbox
o noozen
(/]
»  moortan
> ent VO Prhaary tab s @ ply
B orars Sarsonar o essages 400 o essages tha aon® apuear 1 other raps wil be snows e« +
All samil 6 add 1 ermove @bs Gk DO ~eTtings
O  ospan
#5 5K (52%) o 15 GK i 49¢
wanage . caweeroyhooge . emns
2 9@ . ?
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OAuth Server

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google
Signin

to continue to Gmail

{ Email or phone

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Engli

[ Enter your password

Google

Welcome

@ aaron@parecki.com v

F¢

English (U

o0 e@

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google
2-Step Verification

This extra step shows it’s really you trying to sign
in

@ aaron@parecki.com v
Try another way to sign in
[E1  Use your Security Key

[ Get a one-time security code
Sign in on another device with your security key to get a code

. Get a verification code from the Google
Authenticator app

E] Get a verification code at (+*) *+*-+= 42
Standard rates apply

\_ |?| Enter one of your 8-digit backup codes




Application OAuth Server

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google

Signin

to continue to Gmail

{ Email or phone

@ Secure | https://youtube.com

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google

Engli Welcome

@ aaron@parecki.com v

[ Enter your password

| S

F¢

o0 e@

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

English (U GOOgIe

2-Step Verification

This extra step shows it’s really you trying to sign
in

@ aaron@parecki.com v

Try another way to sign in

[E1  Use your Security Key

[ Get a one-time security code
Sign in on another device with your security key to get a code

. Get a verification code from the Google
Authenticator app

E] Get a verification code at (+*) *+*-+= 42
Standard rates apply

@ Secure | https://youtube.com

\_ |?| Enter one of your 8-digit backup codes




Application OAuth Server

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google

Signin

to continue to Gmail

{ Email or phone

@ Secure | https://blogger.com

o o

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

Google

Engli Welcome

@ aaron@parecki.com v

[ Enter your password

| S

F¢

o0 e@

@ Secure | https://accounts.google.com/oauth/authorize?response_ty

English (U GOOgIe

2-Step Verification

This extra step shows it’s really you trying to sign
in

@ aaron@parecki.com v

Try another way to sign in

[E1  Use your Security Key

[ Get a one-time security code
Sign in on another device with your security key to get a code

. Get a verification code from the Google
Authenticator app

E] Get a verification code at (+*) *+*-+= 42
Standard rates apply

@ Secure | https://blogger.com

\_ |?| Enter one of your 8-digit backup codes







Reg|ster Registration Send Email Click Link
Launch Form in Email
User
already
In registered
! oain Form FOngt Password | password Reset — Click Link
d Send Email in Email

Wrong Correct
Password Password

Create New

Logged In




Application OAuth Server

@ Secure | https://gmail.com

o
1 (&)
.
Get more done with -
G . I . Promotions ad
a I . Updates
< , >

Now more secure, smarter and easier to use—helping you save time and ﬂ flln Kl:lla . ,

1 to Yosemite £
do more with your inbox. \ d

" [ &

s

P ¢

[ eNe]

@ Secure | https://gmail.com

1l

M Gmail Q  Search mail - ® G Suite ﬁ

J C o 51
| compose

L) Pmary a»  Socia ¥ Promotion
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f Sign in with Facebook

3" Sign in with Google

~ WHAT IS THIS THEN?

[ Sign in with LinkedIn

. P is b

W Sign in with Twitter



Connect




Connect

Accessing APIs Ildentification
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GETTINGSTARTED

oauth.net

specs, extensions and links to resources

oauth.wtf

my video course and book

.
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Abstract

The OAuth 2.1 authorization framework enables a third-party
application to obtain limited access to an HTTP service, either on
behalf of a resource owner by orchestrating an approval interaction
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