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Thank You to Our Sponsors and Hosts!

Without them, OWASP New Zealand Day couldn’t happen



https://unsplash.com/photos/SYTO3xs06fU
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Specs are not good tutorials!
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https://yelp.com/





LIMIT/DELEGATE  
ACCESS TO DATA







WHY IS THIS BAD?



EVEN THOUGH IT  
ONLY NEEDS  
ACCESS TO  
SOME DATA...



YOU'VE GIVEN  
THE APP ACCESS TO  

ALL YOUR DATA



NO WAY TO  

REVOKE  
 THE APP'S ACCESS



YOU PLACE  

ALL YOUR TRUST  
IN THE APP







https://unsplash.com/photos/GJY1eAw6tn8





Application OAuth Server











WHAT ABOUT  
FIRST-PARTY APPS?











https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking









THEN WHAT GOOD IS  
MULTI-FACTOR  
AUTHENTICATION?



Phishable MFA Non-Phishable MFA



https://google.com



https://google.com

https://apple.com



https://accounts.google.com

https://gmail.com

https://youtube.com

https://google.com



Application OAuth Server



Application OAuth Server

https://youtube.com

https://youtube.com



Application OAuth Server

https://blogger.com

https://blogger.com



REGISTRATION AND 
ACCOUNT RECOVERY
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Application OAuth Server
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OAUTH PROVIDES  
ACCESS TO DATA





WHAT IS THIS THEN?



+
+ custom stuff



IdentificationAccessing APIs



AVOIDS 
HANDLING 
PASSWORDS

ENABLES 
STRONG 

MULTI-FACTOR 
AUTH

OFFLOADS 
COMPLEXITY



GETTING STARTED

oauth.net

oauth.wtf

specs, extensions and links to resources

my video course and book



OAUTH 2.1



THANK YOU!

@AARONPK 
AARONPK.COM 

OAUTH.WTF


