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Fantastic GraphQL Bugs and 
Where To Find Them
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whoami

 Security Consultant @ CyberCX

 Been working in the industry for 4 years
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What is 
GraphQL

 GraphQL is a query language for APIs

 Allows you to query data as well as perform CRUD operations via a 

single endpoint

 Schema based

 GraphQL is designed for efficiency, you retrieve only what you 

need, nothing more nothing less

https://apievangelist.com/2018/06/29/graphql-and-rest-differences-explained-with-burgers/
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REST vs 
GraphQL

REST GraphQL
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Queries and 
Mutations

 Query = GET

 Mutation = POST, DELETE
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Accio
Vulnerability

 IDOR

 SQLi

 Broken Access Control

DoS
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Tools?

 Burp Plugins – inQL and GraphQL Raider – helps 

formatting GraphQL in Burp

GraphQL Voyager – Mapping out the schema

 Insomnia[.]rest – API Client 

GraphQL😏
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• Allows you to retrieve the API schema
Introspection

Look for:

 /v1/explorer

 /v1/graphiql

 /graph

 /graphql

 /graphql/console/

 /graphql.php

 /graphiql

 /graphiql.php
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Introspection  Introspection Query
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It’s GRAPH-QL not graphicalSo where 
are the 
graphs?



CONFIDENTIAL

CONFIDENTIAL

13© CyberCX 2022

DoS  As queries can be very complex - you can nest them and call them 

recursively 

 E.g In a blog, you will have Users and Posts. A user can have multiple posts 

and each post will have a user.

 We can call this recursively. 
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DoS
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DoS 
Mitigation?  Limit Maximum Query Depth

 Throttling Based on Server Time or Query Complexity

 Audit your query before production

 https://www.npmjs.com/package/graphql-validation-complexity

 https://github.com/4Catalyzer/graphql-validation-complexity

 https://github.com/slicknode/graphql-query-complexity
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IDOR
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IDOR 
Mitigation?

Use GUIDs instead of IDs

o Increases complexity

 Implement Role Based Access Controls (RBACs)

o Validate that the requested is authorised to perform 

the action
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Injection
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Injection 
Mitigation?

 Input Validation

o Whitelist approach

Use parameterised queries
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Examples
 Testing a crowdfunding style app

 Access controls weren’t applied to GraphQL endpoint

 Allowed unauthed payments to funding requests, 

remove funding from one project to another and 

resetting user passwords

 Create your own project -> Move funding to your own 

project -> $$$$
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