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OWASP Mobile Security Project Resources

OWASP Mobile Security Testing Guide
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Our Mission

“Define the industry standard for mobile application security.”

This OWASP flagship project provides a security standard for mobile apps
(OWASP MASVS) and a comprehensive testing guide (OWASP MSTG) that
covers the processes, techniques, and tools used during a mobile app security
test, as well as an exhaustive set of test cases that enables testers to deliver
consistent and complete results.

https://owasp.ora/www-project-mobile-security-testing-quide/
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MASVS

Mobile Application Security
Verification Standard

Bernhard Mueller ~ Jeroen Willemsen

SvenSchleier  Carlos Holguera @ owAsP

Mobile App Security
Verification Standard

Established security baseline for

mobile apps

OWASP Mobile Security Project Resources

MSTG

Mobile Security Testing
Guide

Sven Schieier  Carlos Holguera @ oWASP

Bernhard Mueller  Jeroen Willemsen

Mobile Security
Testing Guide

Cookbook for mobile app
security testing

Mobile Application Security @owasp
n Verification Standard
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Architecture, Design and Threat Modeling Requirements
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Mobile Security
Testing Checklist

Checklist for mobile app security testing that links
the MASVS to the MSTG
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OWASP Mobile Security Project Resources

— Mobile AppSec Verification
- Standard

SECURITY REQUIREMENTS

MASVS

Mobile Application Security
Verification Standard

V1: Architecture, Design and Threat
Modeling Requirements

V2: Data Storage and Privacy
Requirements

V3: Cryptography Requirements

V4: Authentication and Session
Management Requirements

V5: Network Communication
Requirements

Sven Schieier Carlos Holguera @DLUQSD

Bernhard Mueller ~ Jeroen Willemsen

V6: Platform Interaction Requirements

V7: Code Quality and Build Setting

Mobile App Security Requirements
Verification Standard

V8: Resilience Requirements

Established security baseline for
mobile apps

[ ]
The MASVS is a standard that defines the security requirements
software architects and developers seeking to develop secure
mobile applications

Offer an industry standard that can be tested against in mobile
app security reviews.

Provide specific recommendations as to what level of security is
recommended for different use-cases.

Usage ensures consistency of mobile app security when
developing / testing an app

8 different domains with over 80 requirements

We offer 13 languages!


https://www.nowsecure.com/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-masvs/

OWASP Mobile Security Project Resources

Data Storage and Privacy Requirements

ID

2.1

2.2

2.3

24

2.5

2.6

2.7

2.8

MSTG-ID

MSTG-STORAGE-1

MSTG-STORAGE-2

MSTG-STORAGE-3

MSTG-STORAGE-4

MSTG-STORAGE-5

MSTG-STORAGE-6

MSTG-STORAGE-7

MSTG-STORAGE-8

Detailed Verification Requirement

System credential storage facilities need to be used to store sensitive data,
such as Pll, user credentials or cryptographic keys.

No sensitive data should be stored outside of the app container or system
credential storage facilities.

No sensitive data is written to application logs.

No sensitive data is shared with third parties unless it is a necessary part of
the architecture.

The keyboard cache is disabled on text inputs that process sensitive data.

No sensitive data is exposed via IPC mechanisms.

No sensitive data, such as passwords or pins, is exposed through the user
interface.

No sensitive data is included in backups generated by the mobile operating
system.

MASVS Release

R

Android ios

Test Case Test Case

Test Case Test Case

Test Case Test Case

Test Case Test Case

Test Case Test Case

Test Case Test Case

Test Case Test Case

Test Case Test Case

Status
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OWASP Mobile Security Project Resources

MSTG

Mobile Security Testing
Guide

Sven Schieier Carlos Holguera @ OUWRASP

Bernhard Mueller  Jeroen Willemsen

Mobile Security
Testing Guide

Cookbook for mobile app
security testing

The MSTG is a comprehensive manual for mobile app security
testing and reverse engineering.

It describes technical processes for verifying the controls listed
in the MASVS.

Used as reference in case you want to explore a specific test
for a requirement in the MASVS


https://www.nowsecure.com/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/

OWASP Mobile Security Project Resources

MSTG

Mobile Security Testing

Guide ‘

Overview

Mobile Security
Testing Guide

Cookbook for mobile app
security testing

Structure of a test case

Static Testing

Dynamic Testing
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OWASP Mobile Security Project Resources

MASVS

Mobile Application Security
Verification Standard

Where can | get it?

MSTG

Mobile Security Testing

Github
MSTG - Github Repo

MASVS - Github Repo

Gitbook
MSTG - Gitbook

MASVS - Gitbook

Download it

Read it

Use it

Give Feedback and create an issue!
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Google’s ADA and the
Data Safety Section




Google's ADA and the Data Safety Section
Privacy Nutrition Labels

Apple Privacy Nutrition Labels Google Data Safety Labels

3219 Wl T ED) (
10:00 w4l 10:00 w4l
< Back Y v "
. - Collected but not shared
App Privacy See Details
The developer, 1, indicated M USIC @ Location ¥
that the app's privacy practices may include X Approximate location, precise location
handling of data as described below. For more Music Inc.
information, see the developer's privacy policy.
IE  Photos & videos v
The developer has provided this Photos
@ information about how they will collect,
Feo? share, and store your data
- B Financial info v
Data Used to Track You Credit or debit card number
The following data may be used to track
you across apps and websites owned by " . ® Personal info N
other companies: Data privacy & security Name, email address, telephone
@ Purchases I3 User Content Here's more information about the specific kinds of data
this app collects from you. You can also see if your data @& Contacts v
B8 Identifiers ol Usage Data is encrypted or shared with other companies. " Goritacts
Data collection and security practices may vary based
on user region and age. Learn more about data @ Search & browsing history s

@ collection In-app search, web browsing history
. App collects 8 types of data
Data Linked to You PP VP! App performance v

I f
The following data may be collected and Collected and shared with other companies Gt bow Behery Sn. pyrformence
linked to your identity:

¥

i & useractivity v . .
@ Purchases < Location PR AT — Security practices
@ Contactinfo [P User Content
ﬁ Data is encrypted in transit
i ifi Collected but not shared
© search History B9 identifiers Your data is transferred over a secure connection

| Usage Data £} Diagnostics © Location »

Approximate location, precise location @ Data can be deleted /
\ W, \, 4

“ -3
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Google's ADA and the Data Safety Section
Independent Security Review according to the OWASP MASVS

oo oar Thanks to Google’s App Defense Alliance (ADA), By July 20th 2022, the Data safety section for all your
> Developers can showcase key privacy and security apps must be approved.

About this app

practices, at a glance.

Video chat your friends anytime from anywhere!

Communication

Data safety >

Authorized labs
Safety starts with understanding how developers collect
and share your data. Data privacy and security practices
may vary based on your use, region, and age.

e Google provides a list of accredited
labs for developers to work with

This app collects and shares your data OWASP MSTG

Personal info, Location and 2 others
bata is encrypted in transit Corresponding testing guidance that
provides a single source of truth for e
how to objectively test for
Committed to follow the Play Families compliance with MASVS
polie

@  Independent security review

You can request your data to be deleted

®@ 8> O

OWASP MASVS

Industry recognized set of security
criteria for mobile applications that is
derived from the OWASP top 10

See details

Ratings and reviews © >

4.7
\i***’

[r—

/ App Defense Alliance: Mobile Application Security Assessment
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OWASP MASVS
Refactoring Process




OWASP MASVS Refactoring Process

MASVS-NETWORK
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OWASP MASVS Refactoring Process

How to access & Contribute

Pull requests Issues Marketplace Explore

H OWASP [ owasp-masvs Public Q sponsor X EditPins ~  @Unwatch 78 ~ % Fork 362 * |

<> Code (O lssues 10 19 Pullrequests 2  ©J) Discussions (® Actions [ Projects 1 @ Security |~ Insight:

Q_ category:"Big MASVS Refactoring" X New Top: All ~ Label ~

Discussions

@ P MASVS-CODE Refactoring (till 26.05.22)

closed-for-comments

cpholguera started on 26 Apr in Big MASVS Refactoring

] 4 MASVS-NETWORK Refactoring (till 31.12.21)
WASVS-NETWORK Q@ o

sushi2k started on 3 Sep 2021 in Big MASVS Refactoring

2 4 Refactor of MASVS [ MASVS v2 )
TheDauntless started on 15 Jul 2021in Big MASVS Refactoring

@ % MASVS-STORAGE Refactoring (till 15.03.22)
¢ o

cpholguera started on 15 Feb in Big MASVS Refactoring

@ % MASVS-PLATFORM Refactoring (till 09.04.22)
6 o

cpholguera started on 9 Mar in Big MASVS Refactoring

(1) 4 MASVS-CRYPTO Refactoring (till 31.01.22)

MASVS-CRYPTO 2  Go

cpholguera started on 28 Dec 2021 in Big MASVS Refactoring

github.com
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OWASP MASVS Refactoring Process @DLUHSD@

Example: Detecting inconsistencies & overlapping

MSTG-STORAGE-1 1. “System credential storage” vs KeyChain/KeyStore
a.  What about Android Account Manager?

System credential storage facilities need to be used to store
sensitive data, such as PIl, user credentials or cryptographic
keys.

2. “Sensitive data, such as PIl” is not meant to be in the
platform KeyStore

MSTG-STORAGE-2 1. Overlaps with 1

No sensitive data should be stored outside of the app container 2. Sometimes data must live outside

or system credential storage facilities.

MSTG-STORAGE-13 1. Overlaps with the 1 and 2

No sensitive data should be stored locally on the mobile 2. More an architectural decision

device. Instead, data should be retrieved from a remote
endpoint when needed and only be kept in memory.
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OWASP MASVS Refactoring Process

Example: Redefining the scope

Architecture

All All

local Remote

Scope

User Data
File, Prefs, DB, DB entries, Caches, etc.

Auth Data

tokens, credentials, etc.

Crypto Material

Keys, certs, etc.

4

-

Approximate location
Precise location

Personal info

)
3

& i
Q 3
cQe
i S
4 &

Email address

Phone number
Race and ethnicity
Political or religious beliefs
Sexual orientation
Other info
Financial info
User payment info
Purchase history
Credit score
Other financial info
Health and fitness
Health info

Fitness info

Photos or videos

er user-generated content

0

Other actions
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OWASP MASVS Refactoring Process

Example

MSTG-STORAGE-1 (System credential storage)

MSTG-STORAGE-2 (outside of the app container)
MSTG-STORAGE-3  (logs)

MSTG-STORAGE-4 (3rd party data share)

MSTG-STORAGE-5 (keyboard cache)
MSTG-STORAGE-6 (IPC)

MSTG-STORAGE-7 (Ul exposure)

MSTG-STORAGE-8 (backups)

MSTG-STORAGE-9 (Ul background)
MSTG-STORAGE-10 (memory)

MSTG-STORAGE-11 (device-access-security policy)

MSTG-STORAGE-12 (privacy)

MSTG-STORAGE-13 (no local data)

MSTG-STORAGE-14 (HW-backed encrypted + auth)

MSTG-STORAGE-15 (wipe after failed auth)

MASVS-STORAGE-1

Sensitive data is stored in encrypted
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside
the platform keystore or using
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to
application logs.

MASVS-STORAGE-4

No sensitive data lives in memory
longer than necessary, and is cleared
after use.

MASVS-STORAGE-5

The app follows data privacy best
practices when processing sensitive
user data.
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OWASP MASVS Refactoring Process @DLUHSD@

Example: Moving controls to other categories

MSTG-STORAGE-1 (System credential storage)
MASVS-STORAGE-1

MSTG-STORAGE-2 (outside of the app container) Sensitive data is stored in encrypted

MSTG-STORAGE-3  (logs) form.

MSTG-STORAGE-4 (3rd party data share) SV T ORACED

MSTG-STORAGE-5 _ (keyboard cache) Cryptographic keys are stored inside

the platform keystore or using

MSTG-STORAGE-6 (IPC : :
(PC) equivalent protection.

MSTG-STORAGE-7 (Ul exposure) MASVS FEATFORM MASVS-STORAGE-3

MSTG-STORAGE-8 (backups) No sensitive data is written to
application logs.

MSTG-STORAGE-9 (Ul background)

MSTG-STORAGE-10 (memory) MASVS-STORAGE-4

MSTG-STORAGE-11 (device-access-security policy) No sensitive data lives in memory

longer than necessary, and is cleared
MSTG-STORAGE-12 (privacy) after use.

MSTG-STORAGE-13 (no local data) MASVS-STORAGE-5

MSTG-STORAGE-14 (H\W-backed encrypted + auth) MASVS-CRYPTO The app follows data privacy best
practices when processing sensitive

MSTG-STORAGE-15 (wipe after failed auth) user data.
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OWASP MASVS Refactoring Process

Example: Moving controls to other categories

MSTG-STORAGE-1 (System credential storage)
MSTG-STORAGE-2 (outside of the app container)
MSTG-STORAGE-3  (logs)

MSTG-STORAGE-4 (3rd party data share)

MSTG-STORAGE-10 (memory)

MSTG-STORAGE-11 (device-access-security policy)

MSTG-STORAGE-12 (privacy)

MSTG-STORAGE-13 (no local data)

MSTG-STORAGE-15 (wipe after failed auth)

MASVS-STORAGE-1

Sensitive data is stored in encrypted
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside
the platform keystore or using
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to
application logs.

MASVS-STORAGE-4

No sensitive data lives in memory
longer than necessary, and is cleared
after use.

MASVS-STORAGE-5

The app follows data privacy best
practices when processing sensitive
user data.
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OWASP MASVS Refactoring Process @DUJHSD®

Example: Establishing the new controls

MSTG-STORAGE-1 (System credential storage)

MSTG-STORAGE-2 (outside of the app container)

MSTG-STORAGE-3  (logs)

MSTG-STORAGE-4 (3rd party data share)

MSTG-STORAGE-10 (memory)

MSTG-STORAGE-11 (device-access-security policy)

MSTG-STORAGE-12 (privacy)

MSTG-STORAGE-13 (no local data)

MSTG-STORAGE-15 (wipe after failed auth)

MASVS-STORAGE-1

Sensitive data is stored in encrypted
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside
the platform keystore or using
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to
application logs.

MASVS-STORAGE-4

No sensitive data lives in memory
longer than necessary, and is cleared
after use.

MASVS-STORAGE-5

The app follows data privacy best
practices when processing sensitive
user data.
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OWASP MASVS Refactoring Process

Example: Identifying tests

MSTG-STORAGE-1 (System credential storage)
MASVS-STORAGE-1

MSTG-STORAGE-2 (outside of the app container) Sensitive data is stored in encrypted

MSTG-STORAGE-3  (logs) form.

MSTG-STORAGE-4 (3rd party data share) MASVS-STORAGE-2

Cryptographic keys are stored inside
the platform keystore or using
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to
application logs.

MSTG-STORAGE-10 (memory)

MASVS-STORAGE-4

MSTG-STORAGE-11 (device-access-security policy) K. No sensitive data lives in memory

longer than necessary, and is cleared
MSTG-STORAGE-12 (privacy) —~ after use.

MSTG-STORAGE-13 (no local data) == MASVS-STORAGE-5

The app follows data privacy best
practices when processing sensitive
MSTG-STORAGE-15 (wipe after failed auth) user data.
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OWASP MASVS Refactoring Process

OWASP MSTG Atomic Tests

MSTG V1

MSTG-STORAGE-1 MSTG-STORAGE-2

Testing Local Storage for Sensitive Data (MSTG-STORAGE-1 and

MSTG-STORAGE-2)

MSTG V2
with “Atomic Tests”

MASVS-STORAGE-1

App package
app binaries
Libraries Non-key Data in Explicit User Uses
KeyChain (iOS) consent SE/StrongBox

Data Encrypt. Keys

well-protected?
+ CRYPTO-3

Encrypted

Strong Data Prot,

Encrypted

KEK+DEK, KDF, encr. PDF

Encrypted
EncryptedFile If not in KeyStore
Auth Data & Crypto

Material
only in KeyStore

Scoped Storage
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OWASP MASVS Refactoring Process

Putting all together

% Data at rest All Data
(O]
<
> Code Internal External KeyStore logs Memory Data Privacy
O /App Package or SE/StrongBox
hV4
L)
o
5 MASVS-STORAGE-1
c
3
Encrypted E d No sensitive data Not
A k ncrypte Encrypted : Short time
[Pl [PRIehee)2 Sté‘i'l?y,?fi;ﬁ" KEK+DEK, KDF, encr. PDF If not in KeyStore in logs shared/collect
Data & Crypto
43 Source. coc.ie . Internal caches External Caches Material Zeroed Unless declared
i app binaries only in KeyStore
'_

Libraries Non-key Data in Explicit User Uses Decrypt only
- KeyChain (iOS) consent S ongBox before use

Data Encrypt. Keys

well-protected? Scoped Storage
+ CRYPTO-3
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OWASP MASVS
Compliance-as-Code




OWASP MASVS Compliance-as-Code

Human
+

excel/PDF/Word

Read and interpret
manually

Hard to prove control
and test coverage

Compare providers
manually

Hard to maintain

Automation
+

yaml/json/xml

Machine-readable

Easy to prove control
and test coverage

Compare providers with
benchmarking

Fully traceable

Privacy

Automation-friendly

loT

Health

Standard and fully tailored testing

MASVS + proprietary + cross-standards
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Get in Touch

YW @OWASP_MSTG ¥ @grepharder Y @bsd_daemon

O QWasp-masvs D Carlos.Holguera@owasp.org DA Sven.Schleier@owasp.org
O owasp-mstg m carlos-holguera m sven-schleier

%!.' project-mobile_omtg O cpholguera O sushiZk

@ projects/MSTG %!-' Carlos ,-;!_- Sven
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Get in Touch

Contribute & connect with us!

https://github.com/OWASP/owasp-mstg#connect-with-us
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