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Mobile App Security 
Verification Standard

Established security baseline for 
mobile apps

Mobile Security 
Testing Guide

Cookbook for mobile app 
security testing

Mobile Security 
Testing Checklist

Checklist for mobile app security testing that links 
the MASVS to the MSTG

OWASP Mobile Security Project Resources

https://www.nowsecure.com/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/releases/download/v1.4.0/Mobile_App_Security_Checklist_en.xlsx
https://github.com/OWASP/owasp-mstg/releases/download/v1.4.0/Mobile_App_Security_Checklist_en.xlsx
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-mstg/releases/download/v1.4.0/Mobile_App_Security_Checklist_en.xlsx
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Mobile App Security 
Verification Standard

Established security baseline for 
mobile apps

●
● The MASVS is a standard that defines the security requirements 

software architects and developers seeking to develop secure 
mobile applications 

● Offer an industry standard that can be tested against in mobile 
app security reviews.

● Provide specific recommendations as to what level of security is 
recommended for different use-cases.

● Usage ensures consistency of mobile app security when 
developing / testing  an app  

● 8 different domains with over 80 requirements 

● We offer 13 languages! 

OWASP Mobile Security Project Resources

https://www.nowsecure.com/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-masvs/
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MASVS Release

OWASP Mobile Security Project Resources

https://www.nowsecure.com/
https://github.com/OWASP/owasp-mstg/releases
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Mobile Security 
Testing Guide

Cookbook for mobile app 
security testing

OWASP Mobile Security Project Resources

● The MSTG is a comprehensive manual for mobile app security 
testing and reverse engineering. 

● It describes technical processes for verifying the controls listed 
in the MASVS. 

● Used as reference in case you want to explore a specific test 
for a requirement in the MASVS 

https://www.nowsecure.com/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
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Mobile Security 
Testing Guide

Cookbook for mobile app 
security testing

OWASP Mobile Security Project Resources

Dynamic TestingStatic TestingOverview

Structure of a test case 

https://www.nowsecure.com/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-mstg/
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Where can I get it?
Github
MSTG - Github Repo 
MASVS - Github Repo

Gitbook
MSTG - Gitbook 
MASVS - Gitbook 

● Download it
● Read it 
● Use it
● Give Feedback and create an issue!

https://www.nowsecure.com/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-masvs/
https://github.com/OWASP/owasp-mstg/
https://github.com/OWASP/owasp-masvs/
https://mobile-security.gitbook.io/mobile-security-testing-guide/
https://mobile-security.gitbook.io/masvs/
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♫ Music
Music Inc.

Google’s ADA and the Data Safety Section

UPDATEPrivacy Nutrition Labels

Apple Privacy Nutrition Labels Google Data Safety Labels

https://www.nowsecure.com/
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App Defense Alliance: Mobile Application Security Assessment

By July 20th 2022, the Data safety section for all your 
apps must be approved.

Thanks to Google’s App Defense Alliance (ADA), 
Developers can showcase key privacy and security 
practices, at a glance.

Google’s ADA and the Data Safety Section

UPDATEIndependent Security Review according to the OWASP MASVS

https://www.nowsecure.com/
https://appdefensealliance.dev/masa
https://support.google.com/googleplay/android-developer/answer/10787469#zippy=%2Cindependent-security-review-optional-feature-available-sooning-data-safety-in-play-console.html%2Cindependent-security-review-optional-feature-available-soon
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MASVS-AUTH

MASVS-NETWORK

MASVS-STORAGE

MASVS-CRYPTO

MASVS-CODE

MASVS-PLATFORM

MASVS-RESILIENCY

MASVS-ARCH

https://github.com/OWASP/owasp-masvs/discussions/categories/big-masvs-refactoring

OWASP MASVS Refactoring Process

UPDATE

https://www.nowsecure.com/
https://github.com/OWASP/owasp-masvs/discussions/categories/big-masvs-refactoring


®
Talk sponsored by 
Thank you!

https://github.com/OWASP/owasp-masvs/discussions/categories/big-masvs-refactoring

OWASP MASVS Refactoring Process

How to access & Contribute

https://www.nowsecure.com/
https://github.com/OWASP/owasp-masvs/discussions/categories/big-masvs-refactoring
https://github.com/OWASP/owasp-masvs/discussions/categories/big-masvs-refactoring
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Example: Detecting inconsistencies & overlapping

MSTG-STORAGE-1

System credential storage facilities need to be used to store 
sensitive data, such as PII, user credentials or cryptographic 
keys.

1. “System credential storage” vs KeyChain/KeyStore
a. What about Android Account Manager?

2. “Sensitive data, such as PII” is not meant to be in the 
platform KeyStore

MSTG-STORAGE-2

No sensitive data should be stored outside of the app container 
or system credential storage facilities.

1. Overlaps with 1
2. Sometimes data must live outside

MSTG-STORAGE-13

No sensitive data should be stored locally on the mobile 
device. Instead, data should be retrieved from a remote 
endpoint when needed and only be kept in memory.

1. Overlaps with the 1 and 2
2. More an architectural decision

OWASP MASVS Refactoring Process

https://www.nowsecure.com/
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All 
local

All 
RemoteHybrid

User Data
File, Prefs, DB, DB entries, Caches, etc.

Auth Data
tokens, credentials, etc.

Crypto Material
Keys, certs, etc.

Architecture

Scope

* “User Data” Source: https://developer.android.com/guide/topics/data/collect-share

* 

OWASP MASVS Refactoring Process

Example: Redefining the scope

https://www.nowsecure.com/
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MSTG-STORAGE-12   (privacy)

MSTG-STORAGE-11   (device-access-security policy)

MSTG-STORAGE-10   (memory)

MSTG-STORAGE-9    (UI background)

MSTG-STORAGE-8    (backups)

MSTG-STORAGE-7    (UI exposure)

MSTG-STORAGE-6    (IPC)

MSTG-STORAGE-5    (keyboard cache)

MSTG-STORAGE-4    (3rd party data share)

MSTG-STORAGE-3    (logs)

MSTG-STORAGE-2    (outside of the app container)

MSTG-STORAGE-1    (System credential storage)

MSTG-STORAGE-15   (wipe after failed auth)

MSTG-STORAGE-14   (HW-backed encrypted + auth)

MSTG-STORAGE-13   (no local data)

MASVS-STORAGE-1

Sensitive data is stored in encrypted 
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside 
the platform keystore or using 
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to 
application logs.

MASVS-STORAGE-4

No sensitive data lives in memory 
longer than necessary, and is cleared 
after use.

MASVS-STORAGE-5

The app follows data privacy best 
practices when processing sensitive 
user data.

OWASP MASVS Refactoring Process

Example

https://www.nowsecure.com/
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MASVS-STORAGE-1

Sensitive data is stored in encrypted 
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside 
the platform keystore or using 
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to 
application logs.

MSTG-STORAGE-12   (privacy)

MSTG-STORAGE-11   (device-access-security policy)

MSTG-STORAGE-10   (memory)

MSTG-STORAGE-9    (UI background)

MSTG-STORAGE-8    (backups)

MSTG-STORAGE-7    (UI exposure)

MSTG-STORAGE-6    (IPC)

MSTG-STORAGE-5    (keyboard cache)

MSTG-STORAGE-4    (3rd party data share)

MSTG-STORAGE-3    (logs)

MSTG-STORAGE-2    (outside of the app container)

MSTG-STORAGE-1    (System credential storage)

MSTG-STORAGE-15   (wipe after failed auth)

MSTG-STORAGE-14   (HW-backed encrypted + auth)

MSTG-STORAGE-13   (no local data)

MASVS-STORAGE-4

No sensitive data lives in memory 
longer than necessary, and is cleared 
after use.

MASVS-STORAGE-5

The app follows data privacy best 
practices when processing sensitive 
user data.

MASVS-PLATFORM

MASVS-CRYPTO

OWASP MASVS Refactoring Process

Example: Moving controls to other categories

https://www.nowsecure.com/
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MASVS-STORAGE-1

Sensitive data is stored in encrypted 
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside 
the platform keystore or using 
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to 
application logs.

MSTG-STORAGE-12   (privacy)

MSTG-STORAGE-11   (device-access-security policy)

MSTG-STORAGE-10   (memory)

MSTG-STORAGE-9    (UI background)

MSTG-STORAGE-8    (backups)

MSTG-STORAGE-7    (UI exposure)

MSTG-STORAGE-6    (IPC)

MSTG-STORAGE-5    (keyboard cache)

MSTG-STORAGE-4    (3rd party data share)

MSTG-STORAGE-3    (logs)

MSTG-STORAGE-2    (outside of the app container)

MSTG-STORAGE-1    (System credential storage)

MSTG-STORAGE-15   (wipe after failed auth)

MSTG-STORAGE-14   (HW-backed encrypted + auth)

MSTG-STORAGE-13   (no local data)

MASVS-STORAGE-4

No sensitive data lives in memory 
longer than necessary, and is cleared 
after use.

MASVS-STORAGE-5

The app follows data privacy best 
practices when processing sensitive 
user data.

MASVS-PLATFORM

MASVS-CRYPTO

OWASP MASVS Refactoring Process

Example: Moving controls to other categories

https://www.nowsecure.com/
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MASVS-STORAGE-1

Sensitive data is stored in encrypted 
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside 
the platform keystore or using 
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to 
application logs.

MSTG-STORAGE-12   (privacy)

MSTG-STORAGE-11   (device-access-security policy)

MSTG-STORAGE-10   (memory)

MSTG-STORAGE-4    (3rd party data share)

MSTG-STORAGE-3    (logs)

MSTG-STORAGE-2    (outside of the app container)

MSTG-STORAGE-1    (System credential storage)

MSTG-STORAGE-15   (wipe after failed auth)

MSTG-STORAGE-13   (no local data)

MASVS-STORAGE-4

No sensitive data lives in memory 
longer than necessary, and is cleared 
after use.

MASVS-STORAGE-5

The app follows data privacy best 
practices when processing sensitive 
user data.

OWASP MASVS Refactoring Process

Example: Establishing the new controls

https://www.nowsecure.com/
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MASVS-STORAGE-1

Sensitive data is stored in encrypted 
form.

MASVS-STORAGE-2

Cryptographic keys are stored inside 
the platform keystore or using 
equivalent protection.

MASVS-STORAGE-3

No sensitive data is written to 
application logs.

MSTG-STORAGE-12   (privacy)

MSTG-STORAGE-11   (device-access-security policy)

MSTG-STORAGE-10   (memory)

MSTG-STORAGE-4    (3rd party data share)

MSTG-STORAGE-3    (logs)

MSTG-STORAGE-2    (outside of the app container)

MSTG-STORAGE-1    (System credential storage)

MSTG-STORAGE-15   (wipe after failed auth)

MSTG-STORAGE-13   (no local data)

MASVS-STORAGE-4

No sensitive data lives in memory 
longer than necessary, and is cleared 
after use.

MASVS-STORAGE-5

The app follows data privacy best 
practices when processing sensitive 
user data.

OWASP MASVS Refactoring Process

Example: Identifying tests

https://www.nowsecure.com/
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MASVS-STORAGE-1

MASVS-STORAGE-2

App package

Source code / 
app binaries

Libraries

Encrypted
Strong Data Prot, 

EncryptedFile

Internal caches

Data Encrypt. Keys 
well-protected?

+ CRYPTO-3

Encrypted
KEK+DEK, KDF, encr. PDF

External Caches

Explicit User 
consent

Auth Data & Crypto 
Material

only in KeyStore

Uses 
SE/StrongBox

Encrypted
If not in KeyStore

Non-key Data in
KeyChain (iOS)

Scoped Storage

MSTG-STORAGE-1 MSTG-STORAGE-2

Testing Local Storage for Sensitive Data (MSTG-STORAGE-1 and 
MSTG-STORAGE-2)

MSTG V2
with “Atomic Tests”

MSTG V1

OWASP MASVS Refactoring Process

SOONOWASP MSTG Atomic Tests

https://www.nowsecure.com/
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Code
/App Package

Internal External KeyStore
or SE/StrongBox

logs Data PrivacyMemory

MASVS-STORAGE-1

MASVS-STORAGE-2 MASVS-STORAGE-3 MASVS-STORAGE-5MASVS-STORAGE-4

App package

Source code / 
app binaries

Libraries

Encrypted
Strong Data Prot, 

EncryptedFile

Internal caches

Data Encrypt. Keys 
well-protected?

+ CRYPTO-3

Encrypted
KEK+DEK, KDF, encr. PDF

External Caches

Explicit User 
consent

Auth Data & Crypto 
Material

only in KeyStore

Uses 
SE/StrongBox

Encrypted
If not in KeyStore

No sensitive data 
in logs

Not 
shared/collect

Unless declared

Short time

Zeroed

Decrypt only 
before use

Non-key Data in
KeyChain (iOS)

Scoped Storage

Data at rest Data in use All Data

OWASP MASVS Refactoring Process

Putting all together

https://www.nowsecure.com/
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Machine-readable

Fully traceable

Easy to prove control 
and test coverage

Automation
+

yaml/json/xml

Compare providers with 
benchmarking

Human
+

excel/PDF/Word

Read and interpret 
manually

Hard to maintain

Hard to prove control 
and test coverage

Compare providers 
manually

Standard and fully tailored testing

MASVS + proprietary + cross-standards

L1

L2

R

Automation-friendly

IoT

Health

Privacy

M
A

SVS 
provided

C
om

m
unity 

created

OWASP MASVS Compliance-as-Code

SOON

https://www.nowsecure.com/
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@grepharder

Carlos.Holguera@owasp.org

carlos-holguera

cpholguera

Carlos

@bsd_daemon

Sven.Schleier@owasp.org

sven-schleier

sushi2k

Sven

@OWASP_MSTG

owasp-masvs

owasp-mstg

project-mobile_omtg

projects/MSTG

Get in Touch

https://www.nowsecure.com/
https://twitter.com/grepharder
https://linkedin.com/in/carlos-holguera
https://github.com/cpholguera
https://owasp.slack.com/team/U5LRFEGR5
https://twitter.com/bsd_daemon
https://linkedin.com/in/sven-schleier
https://github.com/sushi2k
https://owasp.slack.com/team/U1M6X5WCU
https://twitter.com/OWASP_MSTG
https://github.com/OWASP/owasp-masvs
https://github.com/OWASP/owasp-mstg
https://owasp.slack.com/messages/project-mobile_omtg/details/
https://owasp.org/www-project-mobile-security-testing-guide/
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Contribute & connect with us!

https://github.com/OWASP/owasp-mstg#connect-with-us

Fix 
typos

Review PRs

Enhance / write 

new Test Cases

Answer 

Discussions

Give feedback 
to the MASVS 

Refactoring

Help us automate & 

GitHub Actions

…Try out new 

hacking tools

Improve our 

Android / iOS 

Crackme apps 

Get in Touch

Design our Swag

https://www.nowsecure.com/
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