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About Amass
An under rated OWASP project

Fast!

Free!

Effective!



"...a tool to help information security professionals perform
network mapping of attack surfaces and perform external
asset discovery using open source information gathering and
active reconnaissance techniques"
OWASP.ORG/WWW-PROJECT-AMASS/



"...a tool to help information
security professionals perform
network mapping of attack
surfaces and perform external
asset discovery using open source
information gathering and active
reconnaissance techniques"
OWASP.ORG/WWW-PROJECT-AMASS/

"Shows stuff on the
internet using
scanning techniques"



ORGANISATIONS HAVE "STUFF" ON THE INTERNET

Web sites, Web applications, IoT, ICS, Network infrastructure,
Databases, Video game servers...

The bigger and older your organisation is, the more likely it is that you
have "a lot" of stuff that is publicly accessible on the internet.

OWASP AMASS CAN SHOW US THIS STUFF

Provides a list (or a map) of the stuff an organisation has on the
internet.

IT DOES THIS BY SCANNING, GOOD!

Open source information gathering
Active reconnaissance techniques

OWASP
Amass
"Show me stuff on the internet using
scanning techniques"



Using OWASP
Amass 101





Amass Configuration File
Unlock better functionality through improved data sources

The configuration file allows you to configure API keys to access a
greater range of data sources, or modify the scope of the tool.





Amass Subcommands



Intel Command
Open Source Information Gathering

e.g. owasp.org vs appsec.org.nz

Discover additional root domain names of the organization you are
investigating



Intel Subcommand
amass intel -d owasp.org -config config.ini -whois

-d owasp.org (specifies the domain "owasp.org" as input for the base search)

-config config.ini (specifies the config file to be used)

-whois (specifies the use of reverse whois searches during the intelligence gathering)



Enum Command
DNS enumeration and network mapping

e.g. wiki.owasp.org vs groups.owasp.org

Determine the attack surface exposed by an organization through
subdomain enumeration.



Enum Subcommand
amass enum -d owasp.org -config config.ini

-d owasp.org (specifies the domain "owasp.org" as input
for the base search)

-config config.ini (specifies the config file to be used)



Enum Subcommand
amass enum -d owasp.org -config config.ini -src -ip

-d owasp.org (specifies the domain "owasp.org" as input
for the base search)

-config config.ini (specifies the config file to be used)

-src (show the datasource that identified the subdomain)

-ip (show the IP address of this subdomain)



Intel
Discover new root domains

"Horizontal" discovery

For new target discovery

Enum
Discover new subdomains

"Vertical" discovery

For existing target mapping



owasp.org appsec.org.nz zaproxy.org

cheatsheetseries.owasp.org www.appsec.org.nz www.zaproxy.org

calendar.owasp.org  tel.zaproxy.org

admin.owasp.org  news.zaproxy.org

groups.owasp.org  cfu.zaproxy.org

videos.owasp.org   

Intel

Enum

OWASP Organisation



Track Command
Compare and 'track' results

Compare results across enumerations performed against the same
target and domains to 'track' the changes over time



Track Subcommand
amass track -d owasp.org

-d owasp.org (specifies the domain "owasp.org" to be tracked)



DB Command
Amass' built in database

Results are automatically saved to a local database which can be
viewed and interacted with. Helps to store records for longer term
use.



DB Subcommand
amass db -d owasp.org -list

-d owasp.org (specifies the domain "owasp.org" to be viewed)

-list (specifies to show all the saved outputs that have been stored)



DB Subcommand
amass db -d owasp.org -enum 3 -show

-d owasp.org (specifies the domain "owasp.org"
to be viewed)

-enum 3 (specifies the 3rd enumeration output)

-show (specifies to show the output in the
console)



Viz Command
Built-in data visualizations

visualize all the gathered information (stored in the Amass graph
database) for a target in a number of ways





ASSET MANAGEMENT IS CRITICAL FOR THE SUCCESS OF
A SECURITY PROGRAM

How can you protect what you don't know you have?

OWASP AMASS CAN ASSIST WITH THIS CAPABILITY

There are organisations and commercial tools that can do this, but
OWASP Amass is powerful and open source tool that can provide
ongoing visibility into your organisations attack surface

IMPROVE SECURITY POSTURE OF YOUR ORGANISATION

Onboard logs from identified assets into security monitoring
Improve WAF coverage
Integrate discovered assets with a vulnerability management
program
Identify non-compliant assets on the internet
Decommission unused assets and remove shadow IT to reduce
attack surface

But why
Amass?
What benefits can Amass provide to
organisations

RED TEAM AND BUG BOUNTY HUNTERS

Discovery of new or unknown/unloved targets 



Westpac Case
Study

Using OWASP Amass during an Incident



log4j

Critical vulnerability

Remotely exploitable

Arbitrary code execution



WESTPAC HAS "STUFF" ON THE INTERNET

Web sites, Web applications, 3rd Party Vendors, Login portals,
advertising sites...

The bigger and older your organisation is, the more likely it is that you
have "a lot" of stuff that is publicly accessible on the internet.

LOG4J EFFECTS A HUGE NUMBER OF APPLICATIONS

Easily exploitable remotely via the Internet

HOW MUCH STUFF? WHAT EXACTLY?
WHICH OF THESE ARE VULNERABLE LOG4J?

How can we secure what we don't know exists?

log4j and
Westpac



MAKING USE OF INTERNAL SOURCES

Provided initial list of root domains
Certificate and domain name registration process

USING AMASS TO MAP THE PERIMETER

Obtaining a full "network map" of Westpac assets

Intel command to further identify root domains
Enum command to identify all possible subdomains

TESTING FOR VULNERABILITIES

Using vulnerability scanners to identify vulnerable targets

log4j and
Westpac and
Amass
Using Amass to aid rapid response
activities



Github Vulnerability Scanning Scripts
https://github.com/fullhunt/log4j-scan
https://github.com/adilsoybali/Log4j-RCE-Scanner



Verifying activity in our own logs
Confirm the scanning attempts were successful, and we had replicated the attempts seen from unknown sources



List of
Domains

Intel

Domain +
Certificate

Registration

Enum

List of Sub-
Domains

log4j scanning
scripts



ONGOING USE OF "TRACK" FUNCTION

Run regular Amass scans to identify new assets being placed on the
internet

AUTOMATED AMASS DISCOVERY EXERCISES

Have Amass automatically running on a regular basis, and alert for any
changes

INTEGRATION WITH OTHER TOOLS AND PROCESSES

Vulnerability management
- Nuclei
- Tenable/Rapid7/Qualys

Security Monitoring + Operations

Westpac +
Amass Future
State
Ongoing usage of Amass



Summary
Amass and open source = good

AMASS IS A USEFUL TOOL

Network mapping

Asset discovery

Integrations with multiple data

sources

AMASS FEATURES

Intel

Enum

Track

DB

Viz

CONSIDER USING AMASS

Asset management is key

Ongoing Amass scans

Integrate with security

operations



Do you have
any questions?
@kentostewart
kento.stewart@gmail.com
kentosec.com


