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OWASP Top 10: 2003 vs. 2021
A1 Unvalidated Input A1 Broken Access Control

A2 Broken Access Control A2 Cryptographic Failures

A3 Broken Authentication and Session Management A3 Injection

A4 Cross Site Scripting A4 Insecure Design

A5 Buffer Overflow A5 Security Misconfiguration

A6 Injection Flaws A6 Vulnerable and Outdated Components

A7 Improper Error Handling A7 Identification and Authentication Failures

A8 Insecure Storage A8 Software and Data Integrity Failures

A9 Application Denial of Service A9 Security Logging and Monitoring Failures

A10 Insecure Configuration Management A10 Server-Side Request Forgery
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Topics

History Lesson: Cybersecurity and Software Development

A Maturity Model for Pentesting

How to Scale Pentesting (and achieve the 5 Ideals)



But…why?

2013 - 2016 2021



…because it’s expensive and kind of inconvenient to take your kid to the dentist

Why ransomware, 32 years later?



Doing Controls vs. Managing Risk



1. Use cybersecurity as a competitive differentiator.
2. Comply with a regulatory requirement, contractual 

obligation, or industry standard.
3. Achieve a defensible level of “due care.”
4. Achieve a comparable level of cybersecurity to peers 

and/or competition.

Risk Management Objectives: Externally Driven



1. Prevent the same cybersecurity problems from happening 
over and over again.

2. Reduce the probability that malicious attackers can stop 
critical systems and applications from functioning.

3. Require fixes for security bugs for which well known 
attacks exist.

Risk Management Objectives: Internally Driven



“Prioritizing compliance or 
features over a comprehensive 
process that increases 
resistance to attack (and also 
gives us compliance and better 
security features) is not the risk 
management we need.”

- Sammy Migues



Budget-driven “risk management”

2013 - 2016



Sorry, you’re out of luck.

2013 - 2016
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Our odds might be slightly better

2021



But we’re still rolling the dice

2021



Cybersecurity: a 
decade in review



Cybersecurity: a 
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Software 
development: a 
decade in review







State of DevOps 2021

2021



Then and Now: SaaS Benefits 
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Then and Now: Pentesting → PtaaS

Pentesting PtaaS



Pentesting Maturity Model

Ad-hoc Structured Strategic

Planning Delays
Last-minute

We have a plan Our plan is great

Collaboration Owners unknown We found some 
friends

We work together

Information 
Sharing

Scattered
Silos

We have data Data is where it 
needs to be
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How to Scale Pentesting: 
Do It Faster and More Often
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How to Scale Pentesting: 
Remediate Risk Smarter
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How to Scale Pentesting: 
Use Data to 
Make Security Stronger



API + Integrations: A Data Driven Approach



All Findings by Type



Findings Overview













Ransomware 
payment in 1989

$189



Ransomware 
payment in 2021

$500,000





Let’s talk some more.

Caroline Wong
caroline@cobalt.io
https://www.linkedin.com/in/carolinewmwong/


