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Agenda

• Overview of cloud security controls

• Discuss Demo Application Architecture 

• Demo: Apply Security Controls 

• Q&A
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Disclaimer

We work for Amazon Web Services (AWS), material presented here 
is our own opinion. Although care has been taken to ensure a 
vendor agnostic session, we might sometimes refer to services 
offered by AWS to reinforce a principle.

3



The next 
frontier

Remote & 
Limited 
connectivity 
location

Smart Devices
On-
premisesWeb app Security Groups

Network Access
Control List

AWS Network 
firewall

Web application
firewall

DDOS protection
Route
table

Route53 DNS
firewallIAM

Overview of cloud security controls

DashboardsQuerying
Logs

Intelligent 
threat detection

Resource 
access logs

Application
logs

DNS
query logs



The next 
frontier

Remote & 
Limited 
connectivity 
location

Smart Devices
On-
premisesWeb app Security Groups

Network Access
Control List

AWS Network 
firewall

Web application
firewall

DDOS protection
Route
table

Route53 DNS
firewallIAM

Overview of cloud security controls

DashboardsQuerying
Logs

Resource 
access logs

DNS
query logs



UNDERSTANDING & SECURING CLOUD RESOURCES – USING A LAYERED APPROACH

© 2023, Amazon Web Services, Inc. or its affiliates. © 2023, Amazon Web Services, Inc. or its affiliates.  

Discuss the Architecture
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OWASP Juice Demo App
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Add firewall rules to restrict direct internet access
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Public subnet

Restrict inbound 
internet access
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Private subnet

Restrict inbound 
internet access
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Private subnet

Protecting against DNS data exfiltration
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Managed services

12

https://bit.ly/owaspnzday2023



UNDERSTANDING & SECURING CLOUD RESOURCES – USING A LAYERED APPROACH

© 2023, Amazon Web Services, Inc. or its affiliates. 

Application architecture – Recap 
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Application architecture – Bypass CF
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Demo – ALB
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Demo – WAF
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Application architecture – WAF
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WAF – Protecting your asset

• IP based protection

• Geographic match protection

• Change default action to BLOCK
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Demo – CloudFront
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Application architecture – Recap
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Demo – CloudFront & WAF
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Application architecture – CF & WAF
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Demo – WAF SQLi
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Summary

• Consider all threat vectors
• Secure in layers
• Trust but verify
• Automation
• Dashboards are great but alerts are better
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Questions?
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Feedback - 
https://www.pulse.aws/survey/XFVF8VIW 
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Thank you!
Ruskin Dantra Ratan Kumar


