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Thank You to Our Sponsors and Hosts!
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Agenda
▪Background

▪Components within a K8s Cluster

▪What Could Possibly Go Wrong? 



What is Kubernetes?
▪It means Helmsman  or “κυβερνήτης” in Greek

▪Containers Orchestrator
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Networking
▪Everything communicates via REST API

▪Flat network

▪No transport level encryption by default



Possible Entry 
Points From 
The Outside



Networking
▪(Un)authorised access to kubelet - /exec, /pods

▪Privileged pods on the hunt

▪RCE to the pods

▪Privileged Service Account token

▪Move laterally



Flat Network
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Network Policy
No worries! Network policy comes to our 
rescue!



Network Policy
▪Can be defined through YAML manifest

▪2 types of policies: Ingress & Egress

▪Enforce access controls based on several conditions
▪ IP addresses

▪ Namespace’s label

▪ Pod’s label

▪ Port



Network Policy
This should be stopping the “frontend” pods from accessing 
the “database” pods in Production. Now it should be secure… 
Right?



Common Misconfigurations
▪Lack of network policies

▪Network policies not being accurate / fine-grained
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RBAC – High-level Concept

RBAC

Principal

RoleBinding / 
ClusterRolebinding

Role / 
ClusterRole



RBAC – High-level Concept
Principal

SERVICE 
ACCOUNT

USER / 
GROUP

EXTERNAL 
USER



RBAC – High-level 
Concept
Role binding to a specific user / SA



RBAC – High-level 
Concept
Role binding to a group of users / SAs



Common Misconfigurations
▪Use of Wildcard

▪Overly provisioned groups

▪Cluster Role == Role 



Use of Wildcard
▪Does one really need all permissions?



Overly Provisioned 
groups
▪Do all SAs require the same permission?



Cluster Role ≈ Role
▪Future-proof

▪For convenience's sake

▪Or sometimes people are just confused…



How to Find Out Overly Provisioned 
Principal?
▪rakkess

▪rbac-tool

▪rbac-lookup
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Pod Security
What is the first thing that always 
pops up to people mind when it 
comes to pod security?



Pod Security
▪A container is essentially a process running in isolation on a host

▪Shares kernel resources / features of host operating system
▪ Namespaces

▪ Control Groups (cgroups)

▪ Chroot

▪ Capabilities

▪ FileSystems



Security Context
▪Defines how much privileges and level of access to kernel resources a pod or container is getting

▪Some examples of security context:
▪ allowPrivilegeEscalation

▪ privileged

▪ readOnlyRootFilesystem

▪ runAsNonRoot



Pod (Container) Breakout
▪Some techniques / misconfigurations could be utilized to break out a container:
▪ Privileged pod (Overly permissive capabilities)

▪ Kernel exploit

▪ Host volumes mount



Pod Placement
▪The blast radius could be even bigger with a failed pod 
placement strategy



Pod Placement
▪The blast radius could be even bigger with a failed pod 
placement strategy



Pod Placement
▪The blast radius could be even bigger with a failed pod 
placement strategy



Observability & Visibility
Do you think you can see what’s happening inside a pod?

Who executed those commands?



Secure Pods!
▪Pod Security Admission

▪Linux Kernel Security Modules: Seccomp, AppArmor

▪nodeSelector

▪Observability and visibility solutions, e.g., Falco, Cilium





Thank you!
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