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!whoami

Shofe Miraz 
@shmi012

Security Consultant at CyberCX

 Working in cyber security for 4 years. 

 I like playing cricket, photography and 
presenting.

 You may recognize me from..
HackAndLearn monthly meetup.
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Why this talk?
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Today’s Agenda

Popularity of cross-platform frameworks

Anti-Tampering Libraries

Challenges

How it works?

Bypassing Checks

Benefits of added friction
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Cross-Platform frameworks
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But.. what is Jailbreak?

Remove software 
restrictions 

imposed by the OS

Offers privileged 
access and 

customization 
beyond 

manufacturer 
limitations

Install
unauthorized 

apps and 
tweaks

Bypass security 
mechanisms 

and sandboxing 
restrictions

Equivalent 
process on 

Android devices 
is "rooting"

</>
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Prevent running on 
modified or higher-
privilege 
devices
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Anti-Tampering Libraries

Usage 

Detect 
tampering or 
modifications

Block anti-
debugging 
techniques

Block reverse 
engineering 
attempts

Financial 
Apps

Gaming 
apps

$
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Challenges
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Dealing with Anti-Tampering Libraries

Lack of access to 
source code for 

precompiled 
applications

Extensive checks 
performed by popular 

frameworks

Time 
Consuming Limited visibility 

into the inner 
workings

Need for reverse 
engineering 
techniques.
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Challenges | So many resources…
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How it works?

Let’s build an app
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How it works?

IOSSecuritySuite 
is Open Source!
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How it works?
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Hold on…

Do we need to do all that?
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Reverse Engineering Techniques

Entering assembly..
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Reverse Engineering Techniques

16

JB check bypassed!

Modifying assembly 
instructions directly
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What if…
there is more reliable way
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Dynamic Instrumentation
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Bypassing Anti-Tampering Checks..
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Bypassing Anti-Tampering Checks..

Template to use with Frida
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Bypassing Anti-Tampering Checks.. with Frida!

JB check bypassed!
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Demo
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Runtime 
application 

self-protection 
(RASP) Restricting 

functionalities 
inside 

the app

Logging 
user’s activity
on a JB device Anti-

debugging 
techniques to 

deter RE
attempts

Code 
obfuscation

23

Add Friction, but how?
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Code Obfuscation Examples

There are multiple ways to skin the cat..
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Recap and Key Takeaways

Detection libraries 
provide some assurance 
however.. . .

Importance of code 
obfuscation, RASP, 
monitoring etc. to make 
RE and tampering more 
difficult.

Can discourage 
attackers by increasing 
the time and effort 
required.
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Resources

CyberCX Blog

• https://cybercx.com.au/flutter-restrictions-bypass/

Tooling

• https://github.com/CyberCX-STA/flutter-jailbreak-root-detection-

bypass

https://blog.cybercx.co.nz/
https://github.com/CyberCX-STA/flutter-jailbreak-root-detection-bypass
https://github.com/CyberCX-STA/flutter-jailbreak-root-detection-bypass
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Thank You to 
Our Sponsors 
and Hosts!
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