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Thank You to Our Sponsors and Hosts!

Without them, this Conference couldn’t happen.



CC-BY-SA 4.0The FOSSology Project 3

Agenda

• FOSSology introduction

• Key features

• FOSSology Scanning in CI

• Short demo

• Conclusion



CC-BY-SA 4.0The FOSSology Project 4

The Problem Actually

Distributing open source software requires to

∙ Provide licenses of involved software

∙ Provide copyright statements of involved authors

∙ Provide disclaimers

∙ … and much more

You know these examples
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It is about finding licenses

∙ License texts

∙ References to licenses

∙ Written texts explaining licensing

∙ License relevant statements

Finding Licenses
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What is FOSSology?

A Web server application for license and copyright compliance of software components.

FOSSology Project

https://www.fossology.org/

∙ Published first in 2008, GPL-2.0

∙ 2015: Linux Foundation collaboration project

∙ Web server based and command line 

interfaces

∙ Scanning agents searching for license and 

copyright relevant hits (and more …)

∙ A multi-user / multi-tenant Web UI for review 

organizing clearing job

FOSSology Development

https://www.github.com/fossology/fossology

▪ Standard Web application stack:

▪ Linux, Apache 2, PostgreSQL, PHP, Python

▪ Web-based UI in PHP, but scanners

written in C / C++

▪ Two ways to interact: 

▪ Web user interface

▪ Command line utilities



CC-BY-SA 4.0The FOSSology Project 7

How does FOSSology work? 

• Uploading source code archive (*.zip, *.tar.gz, etc)

• Agents scan for license relevant text

• Copyrights, Export Control (ECC), your keywords to look for etc.

• Review scanner results for wrong license classification

• Review other scanner findings (copyrights, ECC)

• Result of the “clearing”

• SPDX reporting

• Generated notice or readme file

• Debian-copyright

• Word reporting

• CycloneDX (soon)

Upload

Component

Agents

Scanning

Review

Results

Generate

Reporting

Pass Report

to Client
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• Aggregation

• Folder hierarchy of 

license findings

• License-statement 

oriented view on files

• Copyright aggregation

• Drill down

• Navigate into folders

• Filtering

• Identify “the single” file

High Level and Drill Down

FOSSology – It is about Overview

Recursive 

unpacking 

of files too!
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• Single file review

• Highlighting of license

relevant content

• Reference text 

comparison

• License statement 

decisions on statement 

level (“bulk scan”) 

Specialized in Review

FOSSology – Review Findings
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• Licensing can be simple …

• … or challenging:

• Unknown Licenses

• Written statements

• Unclear statements

• Ambiguous statements

• Incomplete statements

• Depends on domain

• Can be 30% hard to decide

Licensing Challenges

FOSSology – It is about Conclusions

SPDXVersion: SPDX-2.0

DataLicense: CC0-1.0

##-------------------------

## Document Information

##-------------------------

DocumentNamespace: http://debian/repo/SPDX2TV_fossology-master-

3.zip_1490661487.spdx

...

##File

FileName: fossology-master/utils/fo-installdeps

SPDXID: SPDXRef-item361

FileChecksum: SHA1: 3fc0aa4a4face8a0d317e0272c5e28e43f44c45a

FileChecksum: MD5: 1576b827a8b28ce1513a490fe2fecdcd

LicenseConcluded: GPL-2.0

LicenseInfoInFile: GPL-2.0

FileCopyrightText: <text> Copyright (C) 2008-2014 Hewlett-Packard 

Development Company, L.P. </text>

…
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4.1 4.2 4.3 ...

New Versions mean new Features

...
2023-06-282022-05-20

ScanCode import

Copyright decision 

with Spacy

REST API++

REUSE.software

Token config

REST API++

2022-11-15

ScanOSS support

SPDX++

Improve build 

CMake
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FOSSology Scanning In CI
Power of Open Source, benefits of automation
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WHY?
Is the current way good enough?

Lots of code 
change

Preparation for 
release

Release

Perform license 
and copyright 

scanning

License 
conflict

Go or no-go 
decision
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New way
Ease the load with automation

New 
change

Bug fix

Feature

Continuous 
scan

Licenses

Copyrights

Keywords

Release Audit
Smooth

• Easy, lesser 
changes

F
a
ilu

re
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Changes required

.gitlab-ci.yml

whitelist.json

Checkout the documentation:

https://github.com/fossology/fossology/wiki/FOSSology-as-CI-scanner

.travis.yml

https://github.com/fossology/fossology/wiki/FOSSology-as-CI-scanner
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Pipeline status
GitLab

License check failure Oll Korrect
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Pipeline status
Travis

License check failure Oll Korrect
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Output
License failure
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Output
Copyright failure

Potential whitelist file
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nomos

• Most trusted scanner in 

FOSSology

• Uses regular expression and 

heuristics

ojo

• SPDX License Identifier scanner

• Can find licenses attached using 

WITH, AND, OR

• Uses regular expressions

• Lightning fast

copyright

• Very low false negative findings

• Can find email and URLs too

• Uses regular expressions

keyword

• Helps in finding potential harmful 

keywords like:

• licensed, modify it under, etc.

Scanners availability
Following scanners are shipped with the runner
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Diff scanning

• Default scanning mode

• Scan only the diff created by the 

merge request

• Reduced set of data to scan

• Faster feedback at commit level for 

developers creating the changes

• Good for build CI pipeline

Repo scan

• Can be used using repo flag

• Scan the complete repo at that 

commit

• Provides a good overview of the repo 

for audit works

• Can be scheduled to run at set 

interval cron jobs

• Good for release/tag pipeline

Scanning modes
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licenses

• List of licenses which are allowed

• Each licenses needs to be 

explicitly mentioned to avoid false 

negative

Allow listing

exclude

• Files to exclude from scan

• Configuration or test folders

• Understands file glob wild 

characters
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Benefits

Time

Frequent 
checks

Faster 
audit

Faster 
release

Less 
changes

Lesser 
errors

Easier management and automation

• If you manage packages with SW360 

(software component catalogue app), 

FOSSology can receive packages from it 

and allow product clearing.

• For more info on SW360 : 

https://www.eclipse.org/sw360/

https://www.eclipse.org/sw360/
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Planned features

SPDX Report
Generate SPDX BOM right from CI.

Dependency scanning
Identifying dependencies and 

scanning them in CI.

More BOM 

formats
Support even more BOM 

formats like CycloneDX

GitHub Action support
Support for GitHub Action scanning 

and utilizing it’s reporting.

License compatibility 

check
Check license compatibility for 

all dependencies right in the CI 

with OSADL matrix.

More to come
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• Standalone license scanner 

• Written in Python

• Implement multiple text 

statistics and information 

retrieval algorithms

• More info at:

https://github.com/fossology 

/atarashi

Atarashi

There is more at github.com/fossology

• Slides for Presenting 

FOSSology

• Make your presentation with 

FOSSology

• Material for a 1-day training

• More info at:

https://github.com/fossology 

/FOSSologySlides

FOSSologySlides

• Python library and tool

• Extract source code and 

comments

• Supports 25 languages

• Differentiate single line, multiline 

and continued comments

• More info at:

https://github.com/fossology 

/Nirjas

Nirjas

https://github.com/fossology/atarashi
https://github.com/fossology/atarashi
https://github.com/fossology/FOSSologySlides
https://github.com/fossology/FOSSologySlides
https://github.com/fossology/Nirjas
https://github.com/fossology/Nirjas
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Thank you for your attention!

© 2016-2023 Siemens AG, The Linux Foundation

CC-BY-SA 4.0
https://creativecommons.org/licenses/by-sa/4.0/

Internet
https://www.fossology.org

GitHub
https://github.com/fossology/fossology

Further Links
https://www.spdx.org
https://www.openchainproject.org
https://github.com/eclipse/sw360

Contact :

FOSSology Mailing list

• fossology@fossology.org

Email us
• shaheem.azmal@siemens.com
• mishra.gaurav@siemens.com
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