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Proof of Work

sha256( block, math.rand() ) < difficulty



smart contracts



decentralisation
Political origin

“the transfer of control and decision-making from a centralized entity (individual, 
organization, or group thereof) to a distributed network. Decentralized networks strive 
to reduce the level of trust that participants must place in one another, and deter their 
ability to exert authority or control over one another” - AWS



decentralisation
5 minute blocks



decentralisation
Moxie Marlinspike:

“When people talk about blockchains, they talk about distributed trust, leaderless consensus, and all 

the mechanics of how that works, but often gloss over the reality that clients ultimately can’t 

participate in those mechanics”



decentralisation

$$

TCP
HTTP



decentralisation

node provider
“Partisans of the blockchain might say that it’s 
okay if these types of centralized platforms 
emerge, because the state itself is available on 
the blockchain, so if these platforms misbehave 
clients can simply move elsewhere. However, I 
would suggest that this is a very simplistic view 
of the dynamics that make platforms what they 
are”



Σd = min { Ω1ł1, Ω2ł2, Ω3ł3 … Ωnłn 
}

“Any given transaction is only as 
decentralised as its most centralised 

component.”

where d is decentralization, Ω is censorship resistance, and ł is distributed leadership

Moxie’s Law of 
Decentralisation



bitcoin decentralisation

?

68.183.126.132



bitcoin decentralisation
core developers:

five developers with 
merge permissions

? uploads binary to 
bitcoincore.org

2018:

“service denial”

“inflation bug”



Σd = min { Ω1ł1, Ω2ł2, Ω3ł3 … Ωnłn 
}

“Any given transaction is only as 
decentralised as its most centralised 

component.”

where d is decentralization, Ω is censorship resistance, and ł is distributed leadership

Moxie’s Law of 
Decentralisation



censorship resistance



censorship resistance

1. The immutability of transactions

2. The freedom from confiscation

3. The freedom to transact



censorship resistance
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censorship resistance
Is the Bitcoin Network 

encrypted?
It is NOT

As Censorship Resistant as Bitcoin



privacy

“The main properties:

● Double-spending is prevented with a peer-to-peer network.

● No mint or other trusted parties.

● Participants can be anonymous.
● New coins are made from Hashcash style proof-of-work.

● The proof-of-work for new coin generation also powers the network to prevent double-spending.” - Satoshi Nakamoto



privacy
You are anonymous if you:

1. Mine the coin yourself

2. Never spend it

You are de-anonymised if you:

● Buy from a centralised exchange

● Purchase anything off chain

● Use a node provider

● Use a Wallet mobile app

● Connect your wallet to another service

“Public blockchains are anonymous if you never 
touch the sides” - Me



Code is Law



Code is Law
falsification principle:

“A theory or hypothesis can be 
disproven by evidence”

“A theory can never be proven to 
be true”

securifiability principle:

“A system can never be considered 
‘secure’, it can only have no known 
vulnerabilities.”



Code is Law

deployer {
deployProposal()
deployAttack()

}

proposal {
doProposal()

}

Attack {
doAttack()

}

DAO approved
Address: 0xdAC17F958D2ee523a2206206994597C13D831ec7

deployer {
deployProposal()
deployAttack()

}

proposal {
doBadThing()

}

Address: 0xB8c77482e45F1F44dE1745F52C74426C631bDD52



Code is Law

complexity

incentive

immutability 
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trade offs
centralisation decentralisation

usability

“safe”

mainstream
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decentralisation

censorship resistance

privacy

application security

is it worth it?

Source: digiconomist.net



Popular Proof of Work tokens
● Bitcoin (BTC)
● Dogecoin (DOGE)
● Litecoin (LTC)
● Bitcoin Cash (BCH)
● Monero (XMR)
● Ethereum Classic (ETC)

is it worth it?

Source: digiconomist.net



One last thing…



Non-listening nodes:

● Priority kicked from busy affected node

Listening nodes:

● Priority kicked from busy affected node

● Affected node will not connect to you

● Affected node will not share your address 

with other nodes

discouragement



what if…?



what if…?



what if…?

Full TCP Handshake Required



what if…?

Me

● ISPs CG-NAT discouraged

● VPN egress discouraged

● TOR exit node discouraged 

● Major mining operation…



https://github.com/doubl
ethink/maxiban



https://github.com/doublethink/maxiban

Twitter: @doublethink_sec

thanks


