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How it
started



Many are signing up for free
trials to test our apps

with no way for them to report to us

Dozens of reports received
through email

mainly low-hanging fruits 

No consistent and standardised
process 

to go over these reports

Problem



We want to make sure we have open
channels for people to report

vulnerabilities to us.



Bug Bounty
Program

A bug bounty program offers a monetary reward
given to security researchers or ethical hackers for

discovering and reporting valid bsecurity 
 vulnerabilities. 



PREPARE
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GROW

How we
launch bug
bounty
programs
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VM PROGRAM USER GUIDE DAST & SASTPROCESSES PENTESTS

Prepare

Setup a
Vulnerability
Management

Program
 

Created a User
Guide For our
Engineers on

How to Identify
& Fix security

issues
 

Built practices
and processes
internally that

were iterated to
handle report
submissions

Setup our
scanning tools

Dynamic
Application &

Static
Application

Security
Testing

Performed
internal and
third party

penetration
tests



EXPANSION

PROCESS ITERATION

PATH TO PUBLIC

IMPROVE WORKFLOW

COMMUNITY AWARENESS

Launch

started from private bug bounty
program first

 eventually transition to public
program

Grow



Where do
Bug Bounty
Programs fit
in the SDLC?
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Where does Bug Bounty Programs fit in the SDLC?

Identify issues
that were not
found prior 

Provide valuable
input to the
design and
application
architecture

approach

Provide visibility
into the security
issues that need

to be fixed

Continuous
testing of apps

Feedback loop
goes beyond

testing

RISK ASSESSMENT THREAT MODEL &
DESIGN REVIEW

MANUAL TESTING
STATIC & CODE

REVIEW
DYNAMIC & SECURE

CONFIG



Usefulness of 
 managed bug
bounty programs 





How useful it is for us

Formal structure of
handling external reports

Some researchers will submit report

mentioning they've found critical

vulnerabilities. 

1. Leverage security
platforms

helped our team resolve scaling

issues, manage duplicate report

detection, and track hacker profiles,

and allow them to categorise when

they submit 

2. Embrace continuous
testing

A bug bounty program running

continuously to pick up emerging

vulnerabilities

3.



bug report "beg bounty" report



Why get started



From the lens of a program owner

1

2

Collaboration across
teams and researchers

Cost effectiveness

3

4

Leverage skills from a diverse
hacker community

Proactive commitment to security



Where to start?
A standard that gives people an easy way to contact your organisation about security
issues. 

Security.txt1.



people should be able to use PGP encryption to send a report
receive encrypted files

Provide a secure way to send details of the vulnerability they’ve found

Where to start?
2.



let people know how they can make a report to you and how you’ll treat any reported
vulnerabilities 

Vulnerability Disclosure Program / Responsible Disclosure

Where to start?
3.
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Embracing this initiative to
scale our security efforts.

Vulnerabilities with significant
impact (areas of particular
interest) often come through
the bug bounty

The costs to identify and
remediate such types of
vulnerabilities is smaller
compared to the costs when
these get exploited in the wild.

Doesn't replace pentest
engagements, but supplements
it and other security efforts of
our company

Learning



Q U E S T I O N S ?



T H A N K   Y O U


