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Agenda

What & Why DevSecOps

Challenges while implementing DevSecOps

How to overcome such challenges

DevSecOps Pipeline Walkthrough

Best Practices for implementing DevSecOps



What is DevOps?



DevOps is the combination of cultural philosophies, practices, and
tools that increases an organization’s ability to deliver applications
and services at high velocity.

Under a DevOps model, development and operations teams are
no longer siloed.

DevOps encourages automation, Cl & CD, so changes to the
software can be quickly and reliably deployed, tested, and
released.

It helps teams work together efficiently and helps deliver better
qguality software to users more frequently.
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What is DevSecOps?



» DevSecOps stands for Development, Security, and Operations.

= |t is an approach that integrates security practices into the
software development and delivery processes.

= DevSecOps aims to shift security from being an afterthought to an
integral part of the SDLC.
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DevSecOps Benefits



Faster vulnerability identification and remediation for robust
security.

Continuous security assessments through automated security
testing.

Enhanced collaboration, breaking down team silos.
Cost-effective since security issues are addressed early on.

Demonstrate commitment to data protection and standards by
incorporating security measures in the development process.



Traditional Approach



https://notsosecure.com/achieving-devsecops-open-source-tools
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The Shift Left Approach
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» Lack of Budget

» Limited financial resources can hinder the implementation of
DevSecOps practices.

= |t can hinder the acquisition of necessary security tools and
technologies.

= Organization may struggle to invest in training and development
programs for security awareness and upskilling.



» Cultural Shift

« Siloed DevOps and Security teames.

« Development teams might be accustomed to focusing solely on
delivering features on tight deadlines.

« On the other hand, security teams may prioritize risk mitigation
over delivery.

= No collaboration between security and other teams.

= Security teams lack visibility.



» Skillset and Knowledge Gap

= Lack of knowledge or understanding around secure coding
practices or security principles in general.

= Security and Operations teams may not be familiar with both
infrastructure and software development environments.

= Organization lacks resources, guides or standards relating to
security.

» Lack of common platform or a programme to share knowledge.



» Toolchain Integration

= Existing security tooling may not be compatible with the DevOps
processes or practices.

« Unaudited open-source tools already in use.

= Tools selection criteria or process is not well defined.

DevOps teams are not comfortable using tools selected by the
security teams.

Friction over pipeline failures due to security tooling.



» Roles & Responsibilities

» Developers assume the security team is responsible for security
and risk mitigation which leads to misunderstanding and gaps in

security practices.
= |n reality, security team is there to:

« Establish security policies and Guardrails

= Guide developers in understanding security requirements
= Provide security best practices
= Security training

= Advisory role
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Start Small



Start with Open-Source Tooling



Security Activity

Open-Source Tooling

Threat Model

MS Threat-Modeling tool, OWASP Threat Dragon

SAST

Brakeman, Bandit, Snyk, SonarQube

SCA

Retire.js, Safety, OpenSCA

Secrets Scanning

Trufflehog, Detect-secret, Gitleaks

DAST

OWASP ZAP, Nikto, StackHawk, Arachni

Container Scanning

Clair, Grype, Trivy

laC SAST

Checkov, tfsec, Terrascan

Docker file Scanning

Checkov, Docker scan

SBOM Scanning

Dependency-check, Syft, Grype

APl Security Testing

Astra, Postman




Create a DevSecOps Framework
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Image Source - https://devsecops.pagerduty.com/secure sdlc/
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Establish Security Champions Programme
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THE SECURITY CHAMPIONS MANIFESTO
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' % OWASP SECURITY CHAMPIONS GUIDE



Upskill your existing resources



Cross-Functional Collaboration



Risk-based approach for pipeline release



= Know your DevSecOps maturity
« What are your Crown-Jewels that you are trying to protect

« Categories them

:[)«’:5}!‘/./.‘('/.’.’7 (7(’_/(:' Silvelr Bronze




= Define risk-appetite for each of the category

) l(!/ urn

XXX

= Tune your tools based on the risk-appetite for pipeline failures



Measure your success



Mean Time to Detect (MTTD)

Time it takes to detect security vulnerabilities in dev or prod environments.

Mean Time to Remediate (MTTR)

Time it takes to remediate identified security issues.

Vulnerability Density

= Number of vulnerabilities identified per unit of code or application.

Automated Security Test Coverage

= Percentage of security tests automated.

Security Tooling Coverage

= How many applications/services or products using security tooling.

Number of False Positives

= Number of false/positive results in the security tooling.

https://chainwide.io/blog/post/2247798/how-to-measure-devsecops-success
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Engage External Resources



Pipeline Walkthrough



Build

@ build

@ sca-retirelS
@ sca-safety

Test

@ sast-bandit
@ sast-trufflehog
@ fest

Release

_ http://192.168.0.206:8000

I
Deployment Server

Integration

@ dast-nikto
@ dast-nmap
@ dast-zap
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Automate, automate, automate

Shorter scan intervals

KPls and Metrics

Don’t fail the pipelines when your security maturity is low
Tune your tools as you go

Collaborate more

Don’t forget about the security activities on the right
Train Security Champions to do Threat-Modelling
Automate APIs Authz security tests ©
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