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Find It, Fix It: 
The most common 
authentication flaws
Sandro Affentranger



Thank You to Our Sponsors and Hosts!

Without them, this Conference couldn’t happen.



Sandro Affentranger
Senior Penetration Tester at Oneconsult AG

whoami

► Working in cyber security for 7 years

► Based in Switzerland, but visiting our

New Zealand branch during winter

► Passionate about passwords and 

password cracking
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#1 – User Enumeration

Ability to determine valid usernames or email addresses

► Can be used as starting point for other attacks

– Credential stuffing, password spraying

– Phishing attacks

 How to find it:

► Different error messages for existing vs. non-existing users

– Invalid username.

– Invalid password.

► Timing differences in responses

► Not only for login, but also for registration and password 

recovery flow
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#1 – User Enumeration – Different Error Messages 6 September 2024
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#1 – User Enumeration – Timing Differences
 with Burp Plugin: Timeinator
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#1 – User Enumeration – Timing Differences
 with Burp Plugin: Timeinator
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→ Significant difference in response times between existing and 

non-existing user



#1 – User Enumeration

 How to fix it:

► Use generic error messages:

– Invalid username or password.

► Same for registration and password recovery:

– A link to activate your account has been emailed to the 

address provided.

– If that email address is in our database, we will send you an 

email to reset your password.

OWASP Cheat Sheet:

Authentication → Authentication and Error Messages
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#2 – Weak Password Policy

Allowing users to choose easily guessable or commonly used 

passwords

► Most users are bad at choosing good passwords

► Increases the risk of passwords being guessed

 How to find it:

► Attempt to change password to weak ones

► Check whether the same policy is enforced everywhere

– Front-end vs. back-end

– During registration, password change and password 

recovery 
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#2 – Weak Password Policy
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#2 – Weak Password Policy
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#2 – Weak Password Policy
OWASP NZ Day 2024

Page 14

6 September 2024



#2 – Weak Password Policy

 How to fix it:

► Implement strong password requirements (follow recommendations 

in ASVS / OWASP Cheat Sheet):

– Require a minimum length of 12 characters

– Don’t enforce periodic password rotation

– Check passwords against known breached passwords

– Use HashMob or HaveIBeenPwned API, or do a local check

► Encourage use of password managers

– Allow passwords up to 128 characters, allow pasting

OWASP Cheat Sheet:

Authentication → Implement Proper Password Strength Controls
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#3 – No Multi-Factor-Authentication

Relying solely on single-factor (typically password-only) 

authentication

► Increases risk of account compromise

► Most users are bad at choosing good passwords

 How to find it:

► Check if any additional authentication methods are offered

– What methods are offered?

– Are they required?
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#3 – No Multi-Factor-Authentication

 How to fix it:

► Implement MFA options

– Use only strong second factors

– authenticator apps, push notifications, hardware token, …

– not OTP via SMS or email

– Ideally, phishing-resistant options

► Encourage the use of MFA 

► And make it a requirement for privileged users

OWASP Cheat Sheet:

Multifactor Authentication
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#4 – No Brute-Force Protection

Allowing unlimited login attempts without any restrictions

► Easier to enumerate usernames

► Easier to guess passwords

 How to find it:

► Attempt multiple (like 100-200) logins with a wrong password, 

followed by a login with the correct password

– Blocked or slowed down after too many attempts?

– Or was the login successful?

► The same for the second factor, if a code has to be entered
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#4 – No Brute-Force Protection
 with Burp Intruder
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#4 – No Brute-Force Protection
 with Burp Intruder
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← correct password at the end



#4 – No Brute-Force Protection
 with Burp Intruder
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#4 – No Brute-Force Protection

 How to fix it:

► Add anti-automation controls 

– Implement rate-limiting

– Implement increasing delays between login attempts

– Use CAPTCHAs or similar challenges after a few failed attempts

► Ensure that accounts are not locked after too many failed attempts

OWASP Cheat Sheet:

Authentication → Protect Against Automated Attacks
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#5 – No Notification on Critical Data Change

Failing to alert users when important account changes occur

► Attackers might make unauthorized changes without user 

noticing and being able to react

 How to find it:

► Attempt to change critical data

– Reset password

– Change email

– Change second factor

► Login from a new location (using a VPN)

► Check if any notifications received?
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#5 – No Notification on Critical Data Change

 How to fix it:

► Implement immediate notifications for critical changes 

(via email, SMS, or in-app)

– Important: If the email address is changed, send the

notification to the old address

OWASP Cheat Sheet:

Authentication → Changing A User's Registered Email Address
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#5 – No Notification on Critical Data Change
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Takeaways

► 5 most common authentication flaws:

– User enumeration

– Weak password policy

– No MFA

– No brute-force protection

– No notifications on critical data change

► Are not hard to find yourself without any expensive tools

► Use available resources on how to fix them (like OWASP 

Cheat Sheet Series) and what needs to be taken into 

consideration

► Want to do more? Check out the OWASP Application Security 

Verification Standard for more requirements
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Thank you!

Find me online

sandro-affentranger

0xAF5A

afsa@infosec.exchange

sandro.affentranger@oneconsult.com

Some helpful links:

► https://owasp.org/www-project-application-

security-verification-standard/

► https://owasp.org/www-project-web-security-

testing-guide/

► https://cheatsheetseries.owasp.org/

https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-web-security-testing-guide/
https://owasp.org/www-project-web-security-testing-guide/
https://cheatsheetseries.owasp.org/
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