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NZTA Notifications

Waka Kotahi NZ Transport Agency <no.reply@nzta.govt.nz> & 18 Mar 2024, 14:51 <% €

tome »

Genuine vehicle licence (rego) reminder emails from Waka Kotahi NZ Transport Agency
always come from @nzta.govt.nz - they'll always include your plate number, vehicle
make and the correct expiry date. If you're unsure, check the information in the email
against the rego label on your vehicle.

“"Genuine vehicle licence reminder emails from Waka Kotahi
NZ Transport Agency always come from @nzta.govt.nz" ...



NZTA - Phishing Example

© ® © [Urgent] Itis Time to Renew Your Vehicle License (Rego) - richard.gray@smxemail.com
Ca Import

[Urgent] It is Time to Renew Your Vehicle License (Rego)

@ O Waka Kotahi NZ Transport Agency <support

To: richard.gray@smxemail.com

Hmmm?

NZ TRANSPORT AGENCY

Kia ora richard.gray@smxemail.com ,

Your vehicle registration renewal reminder with number 420019 Has been issused.

Last Call for your registration renewal, please visit NZTA website:

Don't forget to renew your licence or
Access portal > d
exemption.

If you're not going to use your vehicle on the road for the next three months or more,put it




NZTA - DMARC Record

THE PROBLEM

$ dig -t txt__dmarc.nzta.govt.nz +short

"v=DMARC]; rua=mailto:XXXX@nzta.qgovt.nz;"

NZTA’s DMARC Record (with minor edits for brevity)




Ray Tomlinson

HISTORY OF EMAIL

Ray Tomlinson

BBN-TENEXA & BBN-TENEXB
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The ARPANET - 1977

ARPANET LOGICAL MAP, MARCH 1977

: DATA -
COE 7600 [PoP-11 | [DEC-2050) [ PLuRiBus]

MOFFETT £DC6600 - LBL ILLINOIS

wparg  LPOP-10
2

NOVA -BOO

TYMSHAR
S g VARIAN 73
370/ 195

CDCES00

cpC3200

UNIVAC 1108

—{ 360740

360740

GEC 4080

(Pop-n ] [pPoPe e
| CDC6400

O IvpP A PLURIBUS IMP CDC6600 m COC 6600

O TIP  aw SATELLITE CIRCUIT ) CDC 7600

O [ O
AFWL TEXAS GUNTER EGLIN

(PLEASE NOTE THAT WHILE THIS MAP SHOWS THE HOST POPULATION OF THE NETWORK ACCORDING TO THE BEST
INFORMATION OBTAINABLE ,NO CLAIM CAN BE MADE FOR (TS ACCURACY )




Setting the Scene

e A relatively small network with high barriers to entry (you needed a $2M mainframe).
e Network participants largely known to each other.

e Government network not for commercial or personal use. Scope for abuse was not
immediately apparent.

e Networking protocols under active development - priority of interoperability rather than
security.



Jon Postel

HISTORY OF EMAIL

Postel’s Law (a.k.a the Robustness Principle)

"be conservative in what you send, be liberal
in what you accept”

e Coined by Jon Postel in RFC 761 - Transmission Control Protocol
e Sounds good, but has resulted in a long tail of challenges and
security problems.




SMTP - Simple Mail Transport Protocol

e First described in RFC 788, authored by Jon
Postel and published in November 1981

- [Commands/Replies| Reccsehid¥§r-l e Grew from earlier mail protocols which relied

| |<-->| File |

on FTP as the underlying transport

Sender-SMTP Receiver-SMTP e Although it has been developed and
Model for SMTP Use extended in subsequent RFCs, the basic
Figure 1 protocol described in RFC 788 still closely

resembles the SMTP we use today, 43 years
SMTP Model Diagram from RFC 788 (1981)

later.
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Open Relays

An SMTP server that allows anyone to deliver mail e )
through it, not just mail to or from known users. N A R
| ocal Source, Local Destination ear Alice, .. /J
| ocal Source, Remote Destination ADMD3 - spammer.c =
Remote Source, Local Destination & AR, = (IR

® Remote Source, Remote Destination
Mallo SPO‘M Mail Transfer
ki Message Agent

WMTA
To avoid being an open relay, mail servers must

. . ADMDI - sender.com
only accept mail from authenticated and
authorized clients. 8 Mail iy
e Authenticated users (e.g. user/password — T ( \

authentication) Alice

e Authorized IPs (local network)



Message and Envelope

SMTP BASICS

Envelope

A wrapper around the email message containing routing information to support
delivery of the message. The envelope identifies:

e The sender address

e The recipient address

Message
Actual message content visible to the user, defined by RFC 2822 and containing:

Headers - Metadata about the message including:
e From: the sender's email address as seen by the recipient.
e To: the recipient's email address
e Subject
e Date
e Message-ID
e Content-Type
e Various other headers

Body - the actual content of the message, which might be plain text, HTML, or
both, and can include attachments.



Sender Spoofing

rom: bob@sender.com

To: o\hce@rec}fﬁe_n‘t.com

Subject: He[p/

Date: Tue, A7 Aug 2024 02154 +0000

e Sender Spoofing is the creation of email

eor Al?ce,

messages with a forged sender address,

s typically intended to mislead the recipient.

ADMD3 - sender.com

& —_ Mail ;I;,r:;:spef
Mallry e 7 e In this example, Mallory sends a message
e o P T to Alice pretending to be Bob.
Y
& 7 {1}%% ) e How can Alice know that the received
Bob message is from Mallory and not Bob?




Email Authentication

rom: bob@sender.com
To: al}ce@recipient.QOM
Subject: He,lp.’
Date: Tue, 27 Aug 2024 02:15:4% +0000

ear Alice, ...

__—— e How do we verify the sender of a

Mail Transfer

e ] message”?
MTA4)
e How can we be sure a message did
ADMD2 - tl‘e_cipien‘t.co.u

originate from the apparent sender?

ADMD3 - sender.com

a

Ma“on,

—

Spam
Message

ADMDI - sender.com

Modl Teansfer Madl Teransfer
Age_n‘t Agen‘t
WMTA4)

Bob




Sender Policy Framework (SPF)

ADMD1 - sender.com
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SPF Fail - Reject the Message

e Allows domain owners to advertise which servers (IP addresses) are authorised to send mail for their domain
e Appliesto the Envelope Sender address, not the From header address



SPF - Example Record

EMAIL AUTHENTICATION

v=spfl E‘Lp4 :203.84.134. @/23”.;anlude :spf.protection.outlook. co@ ~all

—SPF Version 1
Match Network Range 203.84.134.0/23

Include Pohcy from sp'F.Protection.outlook.cow\
Match all other addresses (soft fail) ———

-all fail Explicitly disallow all hosts

, Weak disapproval. Receivers should not reject mail on the
~all softfail . .
basis of a softfail result alone.

?all neutral Neutral - Neither allowed nor disallowed

+all pass Pass all hosts



SPF Weaknesses

e Doesn't work well with forwarding and mailing lists. SPF checks fail at the onward destination.

e DNS size limits.

e Only protects the envelope sender, allowing for From header spoofing. |.e. the address the
recipient sees.

ADMDI1 - sender.com

é 2. MTA-2 fails SPF
[DNS Server For] e check for sender.com
sender.com —————_ |
1. MTA-1 passes SPF

| (= O!
check tor sender.com
N\

\

ADMD2 - home.com | ADMD2 - recipienticom
Mail TransPer Mail Transper Mail TransPer
MT A4-1) (MTA 2) (MTA 3)
Bob Ewmail Aluce
rom: bob@sender.com \ Message is forwarded by
To: alice@home.com home.com to recipient.com
Subject: Hi/

Date: Tue, 27 Aug 2024 02:15:4% +0000

%f‘ Alice, ... J

SPF Forwarding




DomainKeys Identified Mail (DKIM)

e An email authentication method based on digital signatures

e Verifies the sender's domain and ensures email integrity

e Adds a cryptographic signature to the email headers

e Receiving servers validate the signature using the sender's
public key

e Addresses some of the deficiencies of SPF




DKIM Setup

EMAIL AUTHENTICATION
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DKIM Signing and Verification
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DKIM Strengths and Weaknesses

e Content integrity: DKIM verifies that the email content hasn't been altered in transit
e Forwarding compatibility: DKIM signatures remain valid when emails are forwarded
e Non-repudiation: Provides cryptographic proof of email origin, which SPF doesn't offer.

e Again, doesn't necessarily protect the From header.
e Vulnerable to replay attacks.



DMARC

\
rFlrom: Richard Gray <ricl«aro(.grat/@smxemail.com> D

SPF Dowmain:; $Mxema?'.cow\ D

Requires that the From header domain aligns to DRI Signature Domaink smxemailcom (0]
\_ Y
DMARC Policy @
Allows domain owners specify how receiving mail servers 1
should handle messages that fail authentication. Policies
include: M

e none - monitor only
e quarantine - treat as suspicious
® reject prreject

Provides domain owners with detailed reports about
emails sent using their domain

Phisher



DMARC Process

EMAIL AUTHENTICATION
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DMARC Record

EMAIL AUTHENTICATION

‘v=DMARC1M p=reject ;Qﬁ'ua:mailto :dmarcruareports@smxemail.com ;J
D

MARC Version 1
Pohcy: Reject messages that fail DMARC auth

Deliver aggregate reports to dmarcreports@s»«xemail.com



Why Should | Care?

DMARC safeguards your brand's reputation by preventing unauthorized use of your domain.
Builds trust with your email recipients.
Protects your staff, suppliers, and customers from phishing and other scams.

From 2024, Google and Yahoo require that all senders implement SPF or DKIM, and that bulk
senders also implement DMARC.
Failure to comply with this requirement will result in messages being rejected or marked as Spam.

For government agencies, or organisations providing services to government, use of DMARC is now
mandated by NZISM.



Recommendations - Summary

Start with p=none Identify legitimate
DMARC with an and consume mail services and Transition to

enforcing policy is reports into a configure them for DMARC
essential DMARC report DKIM and SPF enforcement
analyzer (both is best)




Recommendations - SPF

Add legitimate Prefer softfail (~all)

. Validate your SPF
mail sources to

(but hard fail is record
okay too)

your SPF record




Recommendations - DKIM

Make sure the
DKIM signing
domain aligns with
your email sending
domain

Configure DKIM
signing on Validate your

record

legitimate mail
services

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=nz.smxemail.com;
. SNIP ...
From: SMX Limited <sales@comms.smxemail.comD>




SMX DMARC STATS

Message Count by DMARC Policy
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The NZ DMARC Landscape

Message Count by DMARC Policy
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NZ Top Senders

STATISTICS
NZ Top Senders - Overall NZ Top Senders - Government

site.trademe.co.nz reject msd.govt.nz reject
2 mail.ezibuy.co.nz reject 2 ironline.ird.govt.nz quarantine
3 edm.briscoes.co.nz reject 3 nzta.govt.nz none
4 comms.everydayrewards.co.nz reject 4 aucklandcouncil.govt.nz none
5 mail-grabone.co.nz none 5 employment.govt.nz none
6 digitalcomms.airnz.co.nz reject 6 companies.govt.nz none
7 mail.trademe.co.nz reject 7 mail.aucklandlibraries.govt.nz reject
8 flybuys.co.nz quarantine 8 gldc.govt.nz none
9 e.farmers.co.nz none 9 news.aucklandcouncil.govt.nz reject
10 neighbourly.co.nz reject 10 doc.govt.nz quarantine



Homework!

1.Check the DMARC record for your domain!
a.Do you have one?
b.ls it valid?
c.What policy is being used? none, quarantine, or reject?
d.Where are the reports going?

2. Check the SPF record for your domain!

a.Do you have one?
b.ls it valid?




Thank you!



