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What is a bot
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🤖

👨💻
🌐

Your website
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Good Bots! 😇
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SEO Archiver Monitoring

🔍 ⚠🗄
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Bad Bots! 😈
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Scraping Scalping Fraud
🐛 💰🎟
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Why Not Both 🤷
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😇 😈
Business Impact?

Bot Behaviour?
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Evasion & Mitigation Strategies
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🔨 🧠
Simple Sophisticated💸
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Mitigation Architecture
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🤖

👩💻
🛡 🌐

Your websiteL7 Firewall
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Strategy 0: Easily Identifiable Bots
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🔍Automated 
Browsers SEO Bots
🖥

User Agent IP Address robots.txt
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Strategy 1: Stop known bad IPs 👾
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IP Reputation 
Lists

Anonymous IP 
List

🎭👾
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Strategy 2: Slow them down! 🐢
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🎛
10 Requests/1 Minute
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⚒

Strategy 3: Make them work for it
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Proof of work

🍪
Token
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Strategy 4: Browser Fingerprinting
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🖥
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Strategy 5: CAPTCHA?
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Strategy 6: Payload Analysis

{
 

{
 "username": "...",
 "password": "...",
 "address": "..."
}

Traversal

Compromised Credentials

Field re-use
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🍪
Token Requests 🤖

Machine 
Learning

Strategy 7: Behavioural Analysis

👩💻
User Interactivity

Trailing 5 minutes

Coordinated Activity
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Strategy 8: Obfuscation

👩💻

🤖

{
 ”product": ”widget",
 ”price": ”$9.99”
}

{
 ”product": ”widget",
 ”price": ”$11.24”
}
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