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Thank You to Our Sponsors and Hosts!

Without them, this conference couldn’t happen.
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INTRODUCTION

• IT Security professional with more than a decade of experience across different 
industries

• Network Security Expert at Natixis Corporate & Investment Banking, Singapore Branch

• Oversee Network Security Perimeter for APAC region

• Responsible for security review and network security architecture 

• MBA | B.C.Sc (Hons:) | Specialist Dip. in Network Security

• CISSP | CCSP | CISM | CRISC | CEH
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AGENDA

• WHY SECURITY ARCHITECTURE MATTERS?

• WHAT IS SECURITY ARCHITECTURE?

• DESIGNING THE NEXT APP

• APPLYING CORE PRINCIPLES

• THE GOOD, THE NOT-SO-GOOD

• CHALLENGES

• SECURITY AND BUSINESS BENEFITS

• REAL-WORLD INSGIHTS

• BEST PRACTICES

• KEY TAKEAWAYS
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WHY SECURITY ARCHITECTURE MATTERS?
• Breaches cost millions and more

(both $$$ and reputation) due to weak designs.

• Fast-moving innovations in technology 
outpaces the security resources and 
capabilities i.e. AI, IoT, Cloud Computing.

• OWASP Top 10 issues continue to highlight 
fundamental architecture problems i.e. Broken 
access control, Injection, Insure design, 
Security Misconfiguration.

Source: Cost of a Data Breach Report 2025 
by IBM: 
https://www.ibm.com/reports/data-
breach

https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
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WHAT IS SECURITY ARCHITECTURE?

Security embedded 
into system structure

        Goals:

• Reduce attack 
surface

• Enable compliance

• Build resiliency

Secure Software Development Lifecycle (SSDLC)
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DESIGNING THE NEXT APP

Core Principles:

• Network Segmentation

• Zero Trust Architecture

• Encryption

• Identity and Access (Least privilege, MFA)

• Microservices and API Security

• Cloud-Native Security

• DevSecOps (Automated CI/CD security testing (SAST, DAST, SCA))
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APPLYING CORE PRINCIPLES (1/3)

Secure Architectural 
Principles

• Least privilege → restrict 
access.

• Defense in depth → 
multiple security layers.

• Fail-safe defaults → remain 
secure on failure.

• Separation of duties and 
segmentation.

Data Protection Design

• Data encryption (in transit, at 
rest).

• Secure storage and retention 
policies.

• Integrity checks and audit 
trails.

Authentication and Authorization

• Role/attribute-based access 

control (RBAC/ABAC).

• Strong MFA and secure sessions.

• Prevent authorization bypasses.
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APPLYING CORE PRINCIPLES (2/3) Cont.

Zero Trust is a philosophy for designing network security architecture in a way that 
withholds access until a user, device or even an individual packet has been thoroughly 
inspected and authenticated and authorized.

Source: Cloud Security Alliance

• Authentication before access

• Capability to limit network connectivity and exposure

• Granular trust authentication mechanism

• Monitoring suspicious activity
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APPLYING CORE PRINCIPLES (3/3) Cont.
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THE GOOD, THE NOT-SO-GOOD
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CHALLENGES
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SECURITY AND BUSINESS BENEFITS
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REAL-WORLD INSGIHTS

• Compliance challenges 

• Network zoning for sensitive apps

• Lessons: Early design review saves millions (Scalability and Maintainability)
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BEST PRACTICES

• Start with architecture reviews

• Exercise reviews when there are changes occur

• Document all the updates

• Record risk treatment and action items
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KEY TAKEAWAYS

• Security by design is non-negotiable

• Every design choice = Security aware decision

Image Source: Cursor
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LET’S CONNECT!

Jewel World’s Tallest Indoor Waterfall, Image Source: Changi Airport Singapore
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